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SWITCHES BY THE PURACEPTOR INSTALLER
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RISK ASSESSMENT TOOL
OVERALL RISK EVENT: GEH2® Power Generator: Expression of Interest

The  acceptance, installation, and operation of a donated hydrogen generator may expose the Shire to financial, legal, safety, environmental, and reputational risks if asset 
ownership, compliance, and operational responsibilities are not clearly defined and managed. 

RISK THEME PROFILE: 

1 - Asset Sustainability Practices 
3 - Failure to Fulfil Compliance Requirements (Statutory, Regulatory) 

7 - Environment Management 
Choose an item. 

RISK ASSESSMENT CONTEXT: Operational 

CONSEQUENCE 
CATEGORY 

RISK EVENT 
PRIOR TO TREATMENT OR CONTROL 

RISK ACTION PLAN 
(Treatment or controls proposed) 

AFTER TREATEMENT OR CONTROL 

CONSEQUENCE LIKELIHOOD 
INHERENT 

RISK RATING 
CONSEQUENCE LIKELIHOOD 

RESIDUAL 
RISK RATING 

HEALTH 

Hydrogen leak or 
improper handling 
causing injury or 
exposure 

Moderate (3) Unlikely (2) 
Moderate (5 

- 11)

Install leak sensors, provide staff 
training, and implement emergency 
response protocols. 

Minor (2) Unlikely (2) Low (1 - 4) 

FINANCIAL 
IMPACT 

Installation and 
compliance costs exceed 
budget or are not fully 
grant-funded 

Moderate (3) Possible (3) 
Moderate (5 

- 11)

Conduct detailed cost planning and 
seek co-funding or budget allocation 
for shortfalls. 

Moderate (3) Possible (3) 
Moderate (5 

- 11)

SERVICE 
INTERRUPTION 

Generator failure or 
delay in fuel supply 
disrupts emergency or 
backup power 

Minor (2) Possible (3) 
Moderate (5 

- 11)

Establish backup procedures and 
confirm fuel supply logistics with 
Toyota Australia. 

Minor (2) Possible (3) 
Moderate (5 

- 11)

Inadequate staff training 
or unclear operational 
responsibilities may lead 
to misuse or non-
compliance. 

Moderate (3) Possible (3) 
Moderate (5 

- 11)
Develop clear training schedule for 
staff 

Minor (2) Unlikely (2) Low (1 - 4) 

LEGAL AND 
COMPLIANCE 

Failure to meet AS 4332 
standards or obtain 
Council approval under 
CP507 

Moderate (3) Possible (3) 
Moderate (5 

- 11)

Ensure full compliance with AS 4332 
and Council Policy SDev CP507 
before acceptance. 

Minor (2) Unlikely (2) Low (1 - 4) 

Inadequate insurance or 
unclear asset ownership 
could leave the Shire 
financially liable for 
property damage. 

Moderate (3) Possible (3) 
Moderate 

(5-11) 

Obtain formal documentation from 
FRRR and Toyota Australia 
confirming asset ownership terms. 

Minor (2) Unlikely (2) 
Low (1-4) 
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CONSEQUENCE 
CATEGORY 

RISK EVENT 
PRIOR TO TREATMENT OR CONTROL 

RISK ACTION PLAN 
(Treatment or controls proposed) 

AFTER TREATEMENT OR CONTROL 

CONSEQUENCE LIKELIHOOD 
INHERENT 

RISK RATING 
CONSEQUENCE LIKELIHOOD 

RESIDUAL 
RISK RATING 

Consult with the Shire’s insurer to 
confirm coverage for hydrogen-
related infrastructure, including fire, 
explosion, vandalism, and weather 
damage. 

Minor (2) Unlikely (2) 
Low (1-4) 

REPUTATIONAL 
Public concern over 
safety, cost, or perceived 
lack of transparency 

Minor (2) Possible (3) 
Moderate (5 

- 11)

Communicate benefits clearly to the 
community, develop clear 
communication plan.  

 Minor (2) Possible (3) 
Moderate (5 

- 11)

ENVIRONMENT 

Improper disposal or 
leak causing 
environmental harm 

Moderate (3) Unlikely (2) 
Moderate (5 

- 11)
Include disposal planning in lifecycle 
strategy and monitor for leaks. 

Minor (2) Unlikely (2) Low (1 - 4) 

Hydrogen leaks or 
improper handling could 
pose fire or explosion 
hazards, leading to 
environmental damage 
or injury 

Catastrophic 
(5) 

Unlikely (2) 
Moderate (5 

- 11)

Develop and test emergency 
response plans specific to hydrogen 
incidents, including evacuation, fire 
suppression, and containment. 

Schedule routine inspections and 
servicing by qualified technicians to 
ensure system integrity. 

Provide specialised training for staff 
on hydrogen safety, handling 
procedures, and emergency 
protocols. 

Minor (2) 

Unlikely (2) 

Minor (2) 

Unlikely (2) 

Unlikely (2) 

Unlikely (2) 

Low (1 - 4) 

Low (1 - 4) 

Low (1-4) 

PROPERTY 
Damage to the 
generator. Moderate (3) Possible (3) 

Moderate (5 
- 11)

Install fencing, surveillance, and 
signage to deter vandalism and 
unauthorised access. 

Minor (2) Unlikely (2) Low (1 - 4) 
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