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RISK ASSESSMENT TOOL
OVERALL RISK EVENT: Western Australian Auditor General – Schedule of Reports
RISK THEME PROFILE: 

3 - Failure to Fulfil Compliance Requirements (Statutory, Regulatory) 

RISK ASSESSMENT CONTEXT: Strategic 

CONSEQUENCE 
CATEGORY RISK EVENT 

PRIOR TO TREATMENT OR CONTROL RISK ACTION PLAN 
(Treatment or controls proposed) 

AFTER TREATEMENT OR CONTROL 

CONSEQUENCE LIKELIHOOD INHERENT 
RISK RATING CONSEQUENCE LIKELIHOOD RESIDUAL 

RISK RATING 

HEALTH No risk event identified 
for this category. 

Not Required - 
No Risk 

Identified 
N/A N/A Not required. Not required. Not 

required. 
Not 

required. 

FINANCIAL 
IMPACT 

No risk event identified 
for this category. 

Not Required - 
No Risk 

Identified 
N/A N/A Not required. Not required. Not 

required. 
Not 

required. 

SERVICE 
INTERRUPTION 

No risk event identified 
for this category. 

Not Required - 
No Risk 

Identified 
N/A N/A Not required. Not required. Not 

required. 
Not 

required. 

LEGAL AND 
COMPLIANCE 

Not considering the 
risks, controls and 
recommendations 
arising from the Auditor 
General’s report could 
have an impact on 
Council not meeting its 
compliance 
requirements. 

Moderate (3) Rare (1) Low (1 - 4) Not required. Not required. Not 
required. 

Not 
required. 

REPUTATIONAL 

Council’s reputation 
could be seen in a 
negative light for not 
adhering to its 
requirement to fulfil 
duties and functions that 
are prescribed in 
legislation. 

Moderate (3) Unlikely (2) Moderate (5 
- 11) Not required. Not required. Not 

required. 
Not 

required. 

ENVIRONMENT No risk event identified 
for this category. 

Not Required - 
No Risk 

Identified 
N/A N/A Not required. Not required. Not 

required. 
Not 

required. 

PROPERTY No risk event identified 
for this category. 

Not Required - 
No Risk 

Identified 
N/A N/A Not required. Not required. Not 

required. 
Not 

required. 
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���E����
>�K���
�

45DIII�67�����8�6��9�	��	�:
;����7��
��

J��
�	E�B�	E��

4�_�Y
�����@�<��>�
K�		���?
�F�

67��������C�����
�	���

����	�

HIDIII�?��A��8�̀�
G�

�� Y���@�	�

45I�a�

A=���:
6�F��C��
Y�=
�	E�?
�F�

B����8�C�	E��8�F�=
�	E�
E���	�

HIDIII�?��A��8�b��
�	��� b��
�	���

45c�d��		��
�̀	������6��8�
e�8��6�G�	E�
?
�F�

<����
�@�F�
���7�
���D���
����>���	�7�������C���
F����@����D�8������������@�
E��	�A�F��D����C����	�
�f��9@�	�D�A���7�
C�@9������	��f��9@�	��
�	�������E��7�����

5[D5II�?��A��8���		����� Y��	��Y��C7�

45g�;�	��>���;����

@������
h���F�

�?
�F�

b�=��
�C���	�C�
�C���F������	��F��
���	�
8���E��

55DHH5�?��A��8�?�C>F��	� ?�C>F��	�

454�]�
�@�	���
J�����C��Y���E��
?
�F�

B�8��F��7@�	���	��
9��	��	E��8����
�����	��
�������������

55DIII�?��A��8�]�
�@�	��� ]�
�@�	���

45��]�
@�C����
;�	����h���F�

�
?
�F�\	C�

i
�C���	�C��C���F�����8���
C
�F�

5�D4[I�?��A��8�
�@���
�� 
�@���
��

455�K�=	��8�i����
h��@�	�
��

B�@�G���	���	���

�	�=�
8�	C�	E�����	C
����8��@���
e���=�	�Y����C>��9
�A�	E�
8��
��

5gDIII�K�=	��8�i����
h��@�	�
��

Y�C��	�

45H�6C��F����E7�
K�		���?
�F�
j\	C��9������k�

?
�F����@��8�������
�	C
���	E�=7���E������	��
�99
��	C��D���8���E�D�
�G�	D����7=��7����	����
C�@@��C��
�f��
��A�<
�
�A���@�

5ID[gI�?��A��8�6���
�	E� 6C��F����E7�

(Appendix AAR: 11.1B)

47



�

���������	
��	�����
����	

��������
��
�	��������

���������� !"#�$%&' '�$����()&*�+,+-�./�* & ���� � !")�&�

0�� 1 !)�) &"� 2 #!�)�")�&� /��%&"�
�(��' '�345�

67�(8 � ����� !"�
)#���!�" '�

9� !"���" �

:�;�<==��>
		?�
�	�����
��
����	�@@A��B�

<C������
�
	��D
�>=�DE���
D��	���D
���	�������
�	�

�>�
�	��
	F�
�D�����
�
	�
�	
�
���
>�DE���
�	����
��F��
���D��

�GHGGG���
��	���F��� �F���I�==D�

:�@�J�=��K�D�
�		
>�==��=�>�

L���	�D�	
�>	�
������
��D�=���D�
���D�

�GHGGG���
��	���	�?���E��� J�=��K�D�

:�M�NE�
��O���E
D�
J�=��K�D��
��?�
�
�=�>�

L���	�D�	
�>	�
������
��D�=���D�
���D�

�GHGGG���
��	���	�?���E��� J�=��K�D�

:PG�B����Q	���
���

�=D�
�		
>�==�R�
��	

D���D�
�=�>�
S��	
�	
�
���

T	

�>=���E�����
		�DH�
�
����DH��������E��������
����>�
EU
�>D�

�GHGGG��E�
��	����
���
���V
W�

�E��=��

X�
=����������

:PY�<�D
�T�

E�
�	�����
��
Z
	���S���

[E���	�D

��
�	��	����
�	>�=����
?DH��	����������
�C������
�������
��
�
��
�	
�
E���	�����
��D�����

�GHGGG���
��	��T�

E� T�

E�

:P\��	

�D
���=��
]��
����	���
�
�=�>�

�	�K�

��E�����
		�D�
	�
>�����D�̂�

�GHGGG���
��	��O�=������� �	

�D
���=��

:P:�_
����
�	�����
��
��	

�����
���
��
�	��
_DD	���
�	��

O�
�E����̂
��D�	���
�
W		���=�����	

D��=�>�

�GHGGG���
��	��W		���=��� W		���=���

:P�� �̀D��
����
[����D��=�>�

��D�
�������
F	��	�

D� �GHGGG���
��	��O�=������� O�=�������

:P��B�
�	�E�
]��K�
D�
��
B�=K�==��
�		
>�==��=�>��

S�D
�==�
�	��	��D
	
����
DE���R��������U��
�D�

�GHGGG���
��	��B�=K�==�� J�
�����

:PP�I	��=����
�	�����
��
_DD	���
�	��S���

_���DD�>�=�
������D���
��
���
���D�
	�
E��a=��
I	��=������E		=�E�==A�
N	
?D����=��������
����

	�=�
H�
����
����	
�

��=��������D�>�=�
��
����DD�
���H��	��
�
��
D=�>���
EDH�
��
�
���F�
�
�

��?�����D
���H���

��

	��H�D	�
E�
���
�K�F��H�
����>��?�K�
����E�
�=		
>	�
�������������
���

���	D
�

�GHGGG��E�
��	����
���
���V
W�

�E��=��

X�
=����������

:P;���
���
����
I�D
	
���=�
�	���
��S���

S�D
�==�
�	��	����K�����
E�
����FE��=�E��
�
�����
�
a=����
���
����J
�����
��E		=�

�GHGGG��E�
��	����
���
���V
W�

�E��=��

X�
=����������

:P@�B�b��	��
W���	
��		
>�==�
�=�>�

<=��

	����D�	
�>	�
���
�
����aF�����	

D����

��

�GHGGG���
��	��O�=������� O�=�������

:PM�c	

E�
��
X�D

��
D�[	��E�

_���	�K�D��=����=�����DH�
�
����D�����FE�
��		�D�

�GHGGG���
��	���
�
=���� �E�
�E=���D�

(Appendix AAR: 11.1B)

48



�

����������	
�����	
��

�������	���
�	
��

���������������� !"�"������#$!%�&'&(�)*�%�!����������$�!�

+�� ,��$�$�!�� -����$��$�!� *�� !��
�#��"�"�./0�

12�#3������������
$��������"�

4����������

����5�
���
�
6
5�	7�	
����

89:�;	�
<��=��
;��
�
	>�6
5�

?@����
��
AB��A��
��5=
���A>�
�
7��C��
5>5���D�EFFB	�
��
=

�5>5���

��

�
��B
��		
�
�	�5�GH�
����A�
�	�<��

��I:::�J��>��F�K
�
G�
�
� K
�
G�
�
�

89L�M��G�
A�
N7
	�

�
J�
��

	>�
����5�
���
�
6
5�	7�	
����

O7A	
����F�
����BC���
��
�>���G�I�

��5��G
5=�
��
F�	��=��5��HP��H
	I�
���5�	�
�5��5�	�H�
	��


���@��G�C�
H�����A=��
�5	��
��

�QIR::�J��>��F�S��C����� T�C�	��
�

89R�M��G�
A�;�@���
U�T�5	�
���
�
J��H�

O7A	
���5��H��F�
5�
A�


���=���
��
��
���
��F�
��A=��
A����
���@�F�	�
�A=��
A
G���

��I:::�J��>��F�S��C����� T�C�	��
�

898�M��G�
A�;�@���
U�T�5	�
���
�
J��H�

O7A	
����F�5��H�F�
5�
A�


���
��
��
���
��F���A=��
A�
���
���@�
�A=��A
G���

RLI:::�J��>��F�S��C����� T�C�	��
�

89���


�	���
J	�5<���J��H�
6
5�	7�	
����

N�
��	�5��H�B�C�	

�
=�
5

�7>��C�	���	C�	>I�
=

���	>�	���
���������

��
5=

A��	��G��

��	�B
7
�
��
A��F�5��H	��G��

��I:::�J��>��F��


�	��� M

���
���

89Q��


�	���
J	�5<���J��H�
6
5�	7�	
����

V�C��H	

����A
W�H���


��
����
��X�A
	��	�FF��=�
Y
	<�F�	�Z�
��	P��5��H�

LLI:::�J��>��F��


�	��� �


�	���

89��N�	H�

�
J�GG�
��>�
K	
[�

�6
5�

J����G��I���A

A��

��
�

�@�Y��N>���G�F�	��=��
N	7�<��\	���C��K	
[�

�
N�	C�

�J����	
��\

5��
�	��7�

�RI:]9�J��>��F�J�5<H�	
� J�5<H�	
�

899�����	
��

�
�GG

��	���
J����	
��
X��5
���
�
J�
�	��6
5�

J�
�	�H����
���@
	���
5�GG�
��>�=
���
	���C���7G�
��7	�[�5��

�:I:::�J��>��F�J�5<H�	
� J�5<H�	
�

89̂� ;
>�@
��	�
;�@��
A�U�
T�5	�
���
�
J��H�

;�@��
A�A	��
��=
���
��	�5��	��

�:I:::�J��>��F�;
>�@
��	� S
>�

���

89]�X���
H	��<�
;�@��
A�J��H�

J�
�	�H����
���@
	���
���
	�7

���I�MX\�
��A=��
AI�F�	
���	��

��A
��
5�

�5���
�

�:I:::�J��>��F�N@

� N@

�_�����

8̂:� ?=��
K
�
G�
�
�
J��H�

;�@��
A�A	��
�MX\�
��A=��
A�
��K
�
G�
�
�
;�@��
A�J��H�

�:I:::�J��>��F�K
�
G�
�
� K
�
G�
�
�

8̂L� T�5<�
A=
G�
T�AH>�O
��
�
V���H
���J��H�
6
5�

�̀@��5	�G�G
5=�
��

��

�
�@��a��7G�
���=���

�:I:::�J��>��F�T�5<�
A=
G� �
	
H	��

8̂R� J��>��F�
;
>�@
��	�

N��	�	��G�	�F�	H��=G�
��


����������
��
��
���
��F�
�

�:I:::�J��>��F�;
>�@
��	� S
>�

���

(Appendix AAR: 11.1B)

49



�

���������	
��	�����
����	

��������
��
�	��������

���������� !"#�$%&' '�$����()&*�+,+-�./�* & ���� � !")�&�

0�� 1 !)�) &"� 2 #!�)�")�&� /��%&"�
�(��' '�345�

67�(8 � ����� !"�
)#���!�" '�

9� !"���" �

:��;������<���:��=>��
�	?��@����=>��

��

ABA���
��	��
C��<D�
�
�

E�<
�;;�
�	��	���?�
��<��
�F������
��
��	:�

�
=>	��<	��G�
H�

AIJIII���
��	��C��<D�
�
� K	
;���

AB����
��	��
C��<D�
�
�

L?
��<�	��	���?�<
����
<>������M�:	��
�
C��<D�
�
�K	
;���N�<

��
�
�
��H�
��;�:�

OPJIII���
��	��C��<D�
�
� K��;���<�

ABP���
��	��
C��<D�
�
�

L?�;���
	
��<��������
�
C�
�	��G�
H�

OOJBII���
��	��C��<D�
�
� K��;���<�

ABQ���
��	��
C��<D�
�
�

���;����
�:;�<�����
�>��
<�������D�CCR��
�
L�:;�
	��S	;���;�:�

OOJ�II���
��	��C��<D�
�
� K��;���<�

AB����
��	��
C��<D�
�
�

���������
�K��;���<�
C
��HD	
H<�

OIJIII���
��	��C��<D�
�
� K��;���<�

ABB���H>�
T<<	���
�	��	��
UT�E���

E�<
�;;�
�	��	��
	;;�
��		
<�
�
���������V�;����H>�
=���;��

�IJIII���
��	��S	<��;;<� �	�
>�
����W�
�

ABX��	

��
	���
��
@������W����
�;�:�E���

T;;Y
�

����W�>��;�J��	�
�

�<����:	�
�<J�
�	���
���;�
	;;�
��		
�
����:	�
�

��;�
�

AXJ�II���
��	��Z		���;��� ��
����

AXI�C�;;�
��H�
@�������
�		
:�;;��;�:�

V�
����>���<
�;;�
�	�� AXJIPI���
��	��K�;W�;;�� ��W�

	��

AXO�[	�H����
\�
:�;;��;�:�

T�]�<
�:;���	�;��	<
<�����
<
	
����

ABJIII���
��	��U����
		� @���<��;��

AX̂� U�
�:
	�
C	D;�����;�:�
_E��̀�

\�D���
�
��;���
��
�
�� A�JBQI���
��	���	�H���>��� U�
�:
	�

AXA�N�
;���
	��
[�<
	
��S
	���

�	��;�
�	��	��>�
�
����


��;�D	
H<�

AQJIII��>�
��	��K����
���� a�;�������

AX��K
�[�;����
T��
��
�
�D�������
�;�:�E���

G		;�:;��H�
������		;�
:;��H�
�<
	
��������;�
��

APJIII��>�
��	��K����
���� �D���[�;;<�

AXP���
�
��
C��<D�
�
�
�	�����
��
S
	���E���

G�
�>�<��	����
��
�
�J�
����>��;
>�����<���
�J�
E�=������	�������
�	��
�F������
�
	�<���	

�
>��
��
H�
<�
>
	��>�
�	�<

��
�	��	��K�

	��
�
����:��	��b�

A�JPII���
��	��C��<D�
�
� K��;���<�

AXQ�C�;;�]�
��
�	
�
���;�:�

���������	
����	�����
��
��
����

AIJIII���
��	��U����
		� @���<��;��

AX���	

�<
��;��
��	

����
T<<	���
�	��E���

�	;�
�����;���<
�;;�
�	�� AIJIII���
��	��T
����;�� Z����H	
�

AXB�Z�

�>��;��
�	�����
��
�	;;��
�W���

��������
	D�
�<�
>��
c�
�		
�[�:��
	]��
�

AIJIII��>�
��	����
���
���Y
Z�

�>��;��

N�
;����������

AXX�U����
		�
C�<H�
:�;;�
T<<	���
�	��E���

K	
	
�W�>��;���	
�


��<�	

����	�
�
��W�;	����
�	�����
�
	�
<�>		;<������	�����
��

AIJIII���
��	��Z		���;��� Z		���;���

(Appendix AAR: 11.1B)

50



�

����������	
�����	
��

�������	���
�	
��

���������������� !"�"������#$!%�&'&(�)*�%�!����������$�!�

+�� ,��$�$�!�� -����$��$�!� *�� !��
�#��"�"�./0�

12�#3������������
$��������"�

4����������

5	��6��7��8��9��6:�
��


��:�	;8

�����

�<<�=�
5�7
>�?������
��8����;��
@�
�	��

@�
�	�A����
���7
	���
�7�
��:�
5�5
���B��	
;C���:�
5�
�>���:��

��
���;�
����
���;�	�
�;��9��6:�
��

D<B<<<�@��>��E��


�	��� ?

���
���

�<F�=�
5�7
>�?������
��8����;��
@�
�	��

��G
	���>��E��9��6:�
�� HB<<<�@��>��E��


�	��� ?

���
���

�<I�=7�



�
J���	�;���
K���A
���@��A�

@��A	��:�E
;��������

��
�
E	
��	�;��	���65	
����

D<B<<<�@��>��E�=7�



� =7�



�

�<D�L
>�

���
M6�	���

��
N�;	�
���
�
@��A�O
;�

P�7��9��6:�
�B�
�
�7�
5	��
B��
��	���G����
5B�
���	
5���8���
��L
>�

���
Q�7���@��A�

D<B<<<�@��>��E�Q
>�7
��	� L
>�

���

�<��L
>�

���
M6�	���

��
N�;	�
���
�
@��A�O
;�

P�7���5
�B��
A���B�;8
�	�B�
�R��9��6:�
�B��6�
���
6	�
��	B�
�7�;�	�
�
��

D<B<<<�@��>��E�Q
>�7
��	� L
>�

���

�<S�L
>�

���
T�

���@��A�

K�	
���	�B���

�
��
��
8�
��	�B�QQUB�A��
��B�
;�	�
�
�B�

��;�::�
��>�
6�����9��6:�
��

D<B<<<�@��>��E�Q
>�7
��	� L
>�

���

�<H�L�	��>V
��
�:�����
M6�	�;��A�O
;�

�	�7�	CB��
����	�
��5�
���
7
�8�	B�7�A�����
	�����5
B�;��

�
5�
�9��6:�
�B�;�
�
�
�	��E�	�
;8

5��	�;>;��
5�A�
�B�
E�W���A����;��

�	��

D<B<<<�@��>��E�Q
>�7
��	� L
>�

���

�<X�Y�
	
��
��	��
@	�;C���@��A�
O
;�

Q�7��
5�:
;8�
�B�A
���B�
A
���

���
�E�	:��

D<B<<<�@��>��E��	:
�
��� Z

�
C���

�<��M;
	A�	��58�
P��A
���@��A�

P�7��
�E�	:��

��
�9��6:�
��E�	�
M;
	A�	��58�P��A
���
@��A[�

D<B<<<�T�7
��E�@
:A	��5�� P���

���

�<\�M�C8���	�7
	
�
Y�	�8�O
;�

K��������G�	>�G

B�
Q�

����M6	�
5��

D<B<<<�@��>��E�M7

� �����M7

�

�F<���������
�
Q
�C��A
���
����;�
���
�O
;�

T	�68>�;
A�
���

��
E�
;���
�	��:�
	�E�	A��8:�
��

D<B<<<�@��>��E�@


�
5� N�G�	��
�

�FF��N=M�N�5A>�
]
��
�K���A
���
@��A�O
;�

M;�	�A�
	��B��6�	��B�
C��;8�
�

���EE�;��
�9��6:�
�[�

I\B\S��@��>��E��	:
�
��� Z

�
C���

�FI�=
�
:�
�
�
@�::�
��>�
N
����

O
E	
��	�;��	���65	
��� I\B<<<�@��>��E�=
�
:�
�
� =
�
:�
�
�

�FD�Z��
�
��6�
M6�	���
����;�
���
�

P�7�6�
>5	��
�� IXBH�S�@��>��E�Z��
�
��6� Z��
�
��6�

�F��K���6�
��
����	
��

�@��A�
�E�Y�	�8�O
;�


̂;������6
���B���
C7���B�
5
��B�E�
;�
5B��>
�8���;�
��	EB��
A�����

���

IXB<<<�@��>��E�Q
>�7
��	� L
>�

���

�FS��


�	���
N�6�	��	>�O
;�

?�:���58��T8�
�	��V�
�	
6��B�	�6�
;���������
�

ISB<<<�@��>��E��


�	��� �


�	���

(Appendix AAR: 11.1B)

51



�

���������	
��	�����
����	

��������
��
�	��������

���������� !"#�$%&' '�$����()&*�+,+-�./�* & ���� � !")�&�

0�� 1 !)�) &"� 2 #!�)�")�&� /��%&"�
�(��' '�345�

67�(8 � ����� !"�
)#���!�" '�

9� !"���" �

��:��;�
<
		�=>�
;��?=
����@��<
���A�
	��
@����
�

�BC�D�����
E==	���
�	��	��
FE�G���

�@		
�<��
�������
���=��
�
H�

<�D�����I���@��

JK>LLL���
��	��M	=��@@=� �	�
<�
����:�
�

�BN����:��O�<��
��;���	��FE�
G���

P�
�<������
���=� JK>LLL���
��	��PQ������ PQ������

�BR��	�
<�	��
<��
��:�
�H	

�
=�
�@�;�

S�Q���
��
�
�A?�@�=�����
��
T	�
�	��
<����Q��U�H��
����@�
��=�

JK>LLL���
��	��O�@:�@@�� V�
�����

�B��U=;	
���H�
?�
V	Q@�����@�;�
G���

S�QA����
���=���
�
��
=�=
��=�������Q�����	T
:�=��@��W������
�

JK>LLL���
��	���
�
@���� V�@��

��

�JL�I<	
�@���
V	Q@�����@�;�
G���

S�Q�EX��W������
�����
��
��
�
�����@��������=�@���
��;���
=��	
����	
�;�@���
�����<����	��;	�
�=>��=�
Q�@@��=�	�������<��
=�����
��Q�;��@�������
�	�
�
��
��
�
��

JK>LLL���
��	��M	=��@@=� I<	
�@���

�JB�X��
	
���H�
?�
�	�����
��
���

��

S�Q�=������>�
@���=�����������
Q	�
�	��
	
=>�=�
���=>�HE�
=�=
����������
	�<	��=�

J�>LLL�I	Q��	��X��
	
���
H�
?�

X��
	
���H�
?�

�JJ�F�@@�

	��
�	�����
��
M�
����
E==	���
�	��G���

S�Q��W������
� JJ>JCJ���
��	���������� ��:�

	��

�JY�D��<�F��	�;��
�
��?�
��@�;�
G���

O	Q�
�����=
	
����
�	�
����
�

JB>LLL���
��	��P�@������� �	

�=
���@��

�J��Z����?	
�
[�?�=�Z���	
�
�
��?�
��@�;�

\���	
�=>�;	Q@����
���<���>�����
�������	��
E������H�
?�

���������
=>�
��Q��=

	
�
�>�

���
�
�����������H��=�Q�
<�
�	:�
=�

JB>LLL���
��	���	�?;�
�� �	�?;�
��

�JK�F<�
�	
�=�
D	�?����@�;�

��	

�����W������
]� JL>LKB���
��	��Z		���@��� P���=@���

�JC�E=<���@����	

=�
�@�;�

P�
�<��>�
��
���
�
�	������
��
T�	���
�	�����
���
	:����
=�

JL>LLL�I	Q��	��
V�==�������

V�==�������

�JN�V�==�������
V	Q@�����@�;�

E�
T�	���
�	�����

��@������
�

JL>LLL�I	Q��	��
V�==�������

V�==�������

�JR�V�@@=;
		?�
��=����
=�����
��
�����
=�
E==	���
�	��

�<�����
�	�
�����
@���=��������
�V�@@=;
		?�
O�=����

JL>LLL���
��	���Q��� �Q���D�@@=�

�J�����;	�����
F�@��
������
��@
�
�@����

��

H@���
	���� JL>LLL���
��	���Q��� V�==�������

�YL�I
��=�
�	��
I	Q��M��@��	
��
G���

=̂
�;@�=<���
�	����
�	�����
��U
�<�
��

JL>LLL���
��	���Q��� O��@����

(Appendix AAR: 11.1B)

52



�

����������	
�����	
��

�������	���
�	
��

���������������� !"�"������#$!%�&'&(�)*�%�!����������$�!�

+�� ,��$�$�!�� -����$��$�!� *�� !��
�#��"�"�./0�

12�#3������������
$��������"�

4����������

567�8	
9�:�
�8��;� <=��
���>��?�	@��
�
�
9����
@�	�?
:�
@�

��
�>��?�	9>
����A���B��
������	�A�	
���	�C��

D�E����8��F��A�GH

� I
���
��

�

56D�<�����J�����
8�BB�
��F��	��
8�
�	��
K
9�	?�	
����

L�=��	���

��A����
@��
�
9����
@E�?�H�	�?��
��E�
��@>��
@E�M��9>�
�A
9��������


��
	���	F�
@�	
9M��

D�E����8��F��A�I
F�H
��	� N
F�

���

566�O��
�



�
8�BB�
��F�
�
	��
�

P�:���?�
	�
�A�	�F��
@�
@
	��
�	��Q�B
���;����
�>
��
	���
���F�
B
�
�
�
��RE��B?	�:�
@�
?�SS
��:�
�
	�
�

��
�?@	
��
@����?��

��
?
�>��

D�E����8��F��A�G��	��
@� I
�9
��
�

565�T
�
B�
�
�
U�

���8��;�

T�F������
�	F��F���B� D�E����8��F��A�T
�
B�
�
� T
�
B�
�
�

56��TH�



�
8	�9M���8��;�

V�H�9	�9M���
���� D�E����8��F��A�TH�



� TH�



�

56W�X����	:�����
8	�9M���8��;�

<��9�	�
�9��9�	�;�
	�� D�E����8��F��A�Y�
9�
�� Z�	�>�

56[�N���	
�

��
J�9M�F�8��;�
K
9�

V�H�\�
��	�

����
��	��
�]��?B�
�E�@�
��E�

��
B�
�	�9��;	��B��?@	
����

D�E����8��F��A�Y�
9�
�� Z�	�>�

56̂� N�	��F�
V�	

�
�
_�9	�
���
�
8��;�K
9�

N�
�	�	�A�	;��>B�
���
��
�>��9��;��
9����
@��>��
��
@��

����A��A�	
��>�
@��

D�E����8��F��A�I
F�H
��	� N�	��F�

56̀� N�	��F�
V�	

�
�
_�9	�
���
�
8��;�K
9�

I
���E�9�
��E�@�
��E�
���E�
H
��	�;�������
��H����
��
B���9
��

��9

���
�
�]��?B�
��
��V�	

�
�
8��F�L���;
���8��;�

7�E����8��F��A�I
F�H
��	� N�	��F�

55��N�	��F�
V�	

�
�
_�9	�
���
�
8��;�K
9�

��
��	�?�
9�B�
��
��
V�	

�
�8��F�O�
��	�
L���;
���8��;�

7�E����8��F��A�I
F�H
��	� N�	��F�

557�V�	

�
�O�
��	�
L���;
���8��;�
K
9�

<��9�	�
�9��9�	�;�
	�� D�E����8��F��A�I
F�H
��	� N�	��F�

55D�Z�	�>�Z�	
����
P	
@�
�I�
��
8��;�

_�?�
9���]��?B�
��
?
�����E�9

���

D�E����8��F��A�I
F�H
��	� N
F�

���

556�GH

�P���	�9���
L���;
���8��;�

N
���9>

@�	��B��
�?@	
���

D�E����U�H
��A�
I
���
��

�

I
���
��

�

555�GH

���>����9�
G?�	��
@�a�
8�BB�
��F�
8��;�

V�H��	
�
�
@��]��?B�
��
A�	�
��;
���

��9��	��
	���	A
9�
@�

����
��
@��

D�E����8��F��A�GH

� GH

�J�����

55��GH

�Y
���F�
G?�	��
@�

��
8�BB�
��F�
8��;�K
9�

L
9����F��?@	
����

��
�?�	��
@��]��?B�
��

D�E����8��F��A�GH

� GH

�J�����

55W����������INb�
8��;�

����H�
�>�	��>����	� D�E����8��F��A�G��	��
@� I
�9
��
�

(Appendix AAR: 11.1B)

53



�

���������	
��	�����
����	

��������
��
�	��������

���������� !"#�$%&' '�$����()&*�+,+-�./�* & ���� � !")�&�

0�� 1 !)�) &"� 2 #!�)�")�&� /��%&"�
�(��' '�345�

67�(8 � ����� !"�
)#���!�" '�

9� !"���" �

::;�<����=���
��	

>�
?>>	���
�	��

�=�@�
		�>���
�	�
�����
	�
�		
��=�@���
��
�
��

ABCBBB���
��	��D�=E�==�� F�
�����

::G�<�>
�
?�>

�=����
H��I
�F�==�
����
�
�	��J���

K�L��
	M��
	
� �GCA�B���
��	���������� �������
	��

::N���
��	���	�
I�
O�

I�

��E��>�
>�	��?�
	��
���
HP
�
��=�Q���@
�==�
	
>�
L�
I�>
	
������@���
>�����
>�������R��	
��	�
I�O�

I�
F	L=�����=�@C��	�	�
F	L=����S����
��
�	��
�=�@C�D������������
>�
?��
��
��		
@�==��=�@C�
T
���
��?U����>�?��
��
�
�		
@�==��=�@�����
D	
�>@���

��
�V�==�

�;CBBB���
��	���	�
I�O�

I� �	�
I�O�

I�

:�B��	�
I�
��
Q�>

��
�FDW�

?>�I�=
�����
��>�	��
I��


��X�

�YCBBB���
��	��ZL������ ZL������

:���<�==�

	��
Q�>

��
��
��X�
�
�=�@�J���

T[C���
�I��	L�
\�=����
��
X�
�������

�=�>�
�
>�
����
�

�YCBBB���
��	���������� ��E�

	��

:�A�F�=��E�>�
Q�>

��
>�
��	

�����=�@�
J���

K�L�����	
�>�����
�U������
��	
�@	
I�
>	���
�������
@�==��=�@>�

��CY]G���
��	���	�X���I��� F�=��E�>�

:�]��I����<�I�
?>>	���
�	��

OI	
	�	���
C��
	M��
	
>C�
=��
	�>�����>	�
L�
���
�
�I����<�I���I		=�
�̂������

��CBB;���
��	��D�=E�==�� _����X	
�

:�:��I����<�I�
?>>	���
�	��

K�L�>��

@	�
������
L	�
=��
	�>��
��I����<�I�
�	�����
����I		=�
D	
=���

�BCBBB���
��	��F��>L�
�
� D	
=���

:���?�@���̀
	E��
a��
����		
@�==�
�=�@�

K�L�>�	

�����U������
�
�������
�>��>�

��CBBB���
��	���	�X@�
�� ZL������

:�Y�F�>>�������
_���	
��
��X�
�
�=�@�

�	�>

��
�	��	����
=>�
�I�����
		�>�

��CBBB�T	L��	��
F�>>�������

F�>>�������

:�;�F�@
��̂�X��
_���	
��		
@�==�
�=�@�J���

��	

�����U������
�
���
���>�

��CBBB���
��	���	�X@�
�� <�==�����

:�G�F�>>�������
��=��	�����
�	���
��=�@�

F�
����
����
����
����
�		
>��������@	�
�>�����
���	��
�	��>�=��
�==�>�>
���

��CBBB�T	L��	��
F�>>�������

F�>>�������

:�N��
����
=������
Q�>

��
>����@��
�̂������=�@�
J���

O	

�@=��̂HQ�>�	
�@	�
�� ��CBBB���
��	���	�X@�
�� _����X	
�

:YB��	�X@�
��
�
����
=��
�̂

=��?
I=�
��>�
���

��

��	

�����U������
�
���
���>�

��CBBB���
��	���	�X@�
�� <�==�����

(Appendix AAR: 11.1B)

54



�

����������	
�����	
��

�������	���
�	
��

���������������� !"�"������#$!%�&'&(�)*�%�!����������$�!�

+�� ,��$�$�!�� -����$��$�!� *�� !��
�#��"�"�./0�

12�#3������������
$��������"�

4����������

567�8���9���
��
:
		
;����
�
<	�=>���<��?�

@��=�	�
�=��=�	�?�
	��
��
<	����A
	>�

7�BCCC�<��9��D��	E
�
��� F
	��
;�8

;��

56��G	�E

����H�	D�
I�D��H
J�
;�
<��?�K
=�

L�=���
	9��M��NE�
�� 7�BCCC�<��9��D�G	�E

���� <���������

56O�G	�E

����H�	D�
I�D��H
J�
;�
<��?�K
=�

K
��
��
���
��D���D�?	���
��	�

��A�	��P�
=Q�A��
	�
P�
	��=��?	��E�

OBCCC�<��9��D�G	�E

���� <���������

565����
�����
R�
��	�G���?
���
<��?�
K
=�	N�	
����

G���?
���B���
��E
	>�
;�
N
�
�B�D�	���
����M��NE�
��


��������	�Q�
��	��

7�BCCC�<��9��D����
����� H���Q�	
�8�J�	�

56��K
;��S�����
�
P�
�D�	��K
=�

@M��NE�
���
=����
;�
S�	>�
;�

���	
S�
;�
�
?���B�D	����

��
;�

��
���>��N��
����B�N�=��	��
Q

;�
;��M��NE�
�B�
�Q��J�
;�

��N��
�Q��D�	�
OF�S�	>��

��T��	

��
	��
?��>�B�
	����NN�����N
�
��


��>��=Q�
�����D
=��������

7�BCCC�<��9��D�H��	��
;� U
9�

���

566�:
	��
9
�
R�
��	�<	�=>���
<��?�K
=�

HN�	��
;��M��NE�
��
�N;	
����

7�BCCC�<��9��D�U��J����� ����
;���

56V�:
	��
9
�
L��?
���<��?�

HN�	��
;��M��NE�
��
�N;	
����

7�BCCC�<��9��D�U��J����� P
��E

�

56W�:
	��
9
�8���
H�X�P
���<��?�

HN�	��
;��M��NE�
��
�N;	
����

7�BCCC�<��9��D�U��J����� P
��E

�

56Y�:
	��
9
�
R�
��	�G���?
���
<��?�

HN�	��
;��M��NE�
��
�N;	
����

7�BCCC�<��9��D�U��J����� P
��E

�

5VC�:�
;���9�
�E
���	�
G���?
���<��?�
K
=�

L�S��=�	�?�
	��

��>���
?
;��

7�BCCC�<��9��D�R��
�
��N� :�
;���9�

5V7�U
���
;��
�
R�
��	�G���?
���
<��?�

<�EE�	=�
��=�DD���
E
=Q�
�B�N	�
��	�

���
>B�
�A
��B��
?����

��=Q
�	�B�
��
��E
	>�	B�=��?�?	

����
E
	M�����

��
�S������D�
D���?
�����

7�BCCC�<��9��D����
����� ZQ�	
����

5V��U��J�����<��9�
[�=>�9�<��?�

HN�	��
;��M��NE�
��
�N;	
����

7�BCCC�<��9��D�U��J����� P
��E

�

5VO�A�	�Q�K
D�	
��
K=��[�=>�9�
<��?�

HN�	��
;��M��NE�
��
�N;	
����

7�BCCC�<��9��D�<�=>?�	
� ����
;���

5V5�A�
	
��
��	��
H�
��	�G���?
���
<��?�K
=�

F�;��
��N�	�
?���
�=�	�?�
	���

7�BCCC�<��9��D��	E
�
��� R

�
>���

5V��H���Q�<��;���
R�
��	�G���?
���
<��?�

HN�	��
;��M��NE�
��
�N;	
����

7�BCCC�<��9��D�<�=>?�	
� ����
;���

5V6�����
;���
8�;?9�I�
;���
G���?
���<��?�

HN�	��
;��M��NE�
��
�N;	
����

7�BCCC�<��9��D�U��J����� ����
;���

(Appendix AAR: 11.1B)

55



�

���������	
��	�����
����	

��������
��
�	��������

���������� !"#�$%&' '�$����()&*�+,+-�./�* & ���� � !")�&�

��� �������	
� ����
��
��	� ����	
�
���
��������

������
���
����
�
�������
���

����
�
�
��

����� !!"#$%%�&"%'�
()! $*�+$$%,"--�
.-),�

/0$*% !1�23) 042!%�
)01*"52'�

678999�. %:�$;�<2-= --2� � --"122�

��>�?$-2:'%$!2�
@2 1A,$)*A$$5�
+"4 -:�.2!%*2�
B!#�

?20-"#242!%�$;�%A2�'$;%C
;"--�"*2"� !�%A2�#$44)! %:�
0-":1*$)!5�

6�8DE7�. %:�$;�F*4"5"-2� G"*- !1�?"!12�

��H�I-2!�+$**2'%�
.$44)! %:�
I"*52!�

@2J�'A25�;$*�'%$* !1�
%$$-'�"!5�23) 042!%�

6�8D99�/A *2�$;�<)!5"* !1� &"-"4)!5"�

�>9�($$!5"-)0�
& !*$''�()! $*�
+$$%,"--�.-),�
B!#$*0$*"%25�

K01*"52�23) 042!%� 6�8999�. %:�$;�($$!5"-)0� ($$!5"-)0�

�>6�&2-4'#$%%�
.$44)! %:�
I"*52!��

L*"!'0$*%",-2�5 '",-25�
%$ -2%�

6D8�77�. %:�$;�F*4"5"-2� F*4"5"-2�

�>M�N"''2!52"!�
L2!! '�.-),�

?2!$="%2�%$ -2%�"!5�
')**$)!5 !1�"*2"� !�%A2�
#-),A$)'2�

6D8999�L$J!�$;�
N"''2!52"!�

N"''2!52"!�

�>D�N"-1"�/$##2*�
.-),�

O2*"!5"A�2P%2!' $!� 6M8999�. %:�$;�/% *- !1� < **",$$Q"�

�>��N"''2!52"!�
()! $*�+$$%,"--�
.-),�B!#�

R 1A%�'2%'�$;�S)402*'�"!5�
*20-"#2� T"5'�

668799�L$J!�$;�
N"''2!52"!�

N"''2!52"!�

�>7�N25;$*5�
N$J- !1�.-),�
B!#�

@2J�%",-2'�"!5�#A" *'� 668799�. %:�$;�N":'J"%2*� <":-"!5'�

�>E�?$-2:'%$!2�
LA2"%*2�

/$)!5�':'%24�;$*�%A2�
%A2"%*2�

668�7D�. %:�$;�F*4"5"-2� G"*- !1�?"!12�

�>��I$'!2--'�
N$J- !1�.-),�

M9�'2%'�$;�!2J�,$J-'� 668999�. %:�$;�I$'!2--'� LA$*!- 2�

�>>�U"42*'-2:�
U", %"%�
.$44)! %:�
I"*52!�

T)*#A"'2�"!5� !'%"--"% $!�
$;�%J$�'A"52�'" -'8�"!5�
')00-:�"!5� !'%"--"% $!�$;�
0$J2*�$)%-2%�%$�2P '% !1�
J$*Q'A25�#$!%" !2*�

668999�. %:�$;�/% *- !1� & !1'-2:�

�>H�/2*02!% !2�
("**"A5"-2�
.* #Q2%�.-),�
B!#�

@2J� #2�4"#A !2�"!5�
,$J- !1�4"#A !2�

668999�/A *2�$;�/2*02!% !2C
("**"A5"-2�

G"*- !1�?"!12�

�H9��2'%�T2*%A�
+$$%,"--�.-),�

/0$*%'�23) 042!%� 668999�. %:�$;�($$!5"-)0� ($$!5"-)0�

�H6�< !5"* 2�
+$$%,"--�.-),�
B!#$*0$*"%25�

/0$*%'�23) 042!%� 698�79�. %:�$;��"!!2*$$� N)*!'�N2"#A�

�HM��"!!2*$$�"!5�
G '%* #%'�
.* #Q2%�.-),�

?20-"#242!%�$;�
'#$*2,$"*5�

698799�. %:�$;��"!!2*$$� V"!5'5"-2�

�HD��"!!2*$$�
()! $*�+$$%,"--�
.-),�

."!$0:�'A"52�'" -�
,2%J22!�#"!%22!�"!5�
1*"!5'%"!58�67�#$"#A2'�
,$"*5'8�%*" ! !1�
23) 042!%�')#A�"'�,)40�
,"1'8�%"#Q-2�5)44 2'�
"!5�"1 - %:�23) 042!%�

698699�. %:�$;��"!!2*$$� �"!!2*$$�

(Appendix AAR: 11.1B)

56



�

����������	
�����	
��

�������	���
�	
��

���������������� !"�"������#$!%�&'&(�)*�%�!����������$�!�

+�� ,��$�$�!�� -����$��$�!� *�� !��
�#��"�"�./0�

12�#3������������
$��������"�

4����������

�5��6
�
7�
�
�
8�77�
��9�
�
	��
�

:
�
��

;�<��
=��

��	
>�
7
��	�
��

?@<@A��8��9��B�6
�
7�
�
� 6
�
7�
�
�

�5������	
��

��	
C�
����D�
���
�
E
D�	=�	
����

:�B�	C��F7�
���B�
�>�
�BB�D���=
D��

?@<@@@�8��9��B����
����� GF�	
����

�5H�I
��
J�	
�
K���C
���8��C�

L��	
M���������
��

��
B�N��	��<�
�>��B���C
����


���	
�
�
M��O��=7�
��

?@<@@@�8��9��B�L>

� �����L>

�

�5A�I
��
J�	
�P������
��F����D��8��C�

Q�>���
��7
	;�
M�
7
DF�
�<���
M�J�7=�
�O��=7�
�<�J
R���
�<�
�	
�
�
M��O��=7�
��

��
�=�D�
������D�
DF�
M�
D��	����

?@<@@@�8��9��B�L>

� �����L>

�

�5S�I
���
��

�
�7
���	�
K���C
���8��C�
E
D�

T��D�	�
�D��D�	�C�
	�� ?@<@@@�G�>
��B�
I
���
��

�

I
���
��

�

�55�I
���
��

�
�7
���	�
K���C
���8��C�
E
D�

K���C
���J�7=�	��

����
�
D�
�
�
�	�B�	����	
M��

�<@@@�G�>
��B�
I
���
��

�

I
���
��

�

�@@�I
���
��

�
:
��>
9�
U����7��

�
		���
�B�
D�
M�
�
��
��
���
�

?@<@@@�G�>
��B�
I
���
��

�

I
���
��

�

�@?�I
9�>
��	�
P��������F����D��
8�
�	��

Q�>��O��=7�
��

��
�
�B�	7��

?@<@@@�8��9��B�I
9�>
��	� U�	��9�

�@V�I��B�	��U�	��9�
8	�D;���8��C�
E
D�

L9
�F���D���	B<�F�
��	�
C�
	��

��	�M
��
<�
�����
R���
���
F

D�7�
���

?@<@@@�8��9��B�I
9�>
��	� U
9�

���

�@W�8F����>�
X	�M	����
����D�
���
�

:�=�
D�7�
���B�D�
���
M�


���=M	
��������F��
C�����
M��N��	��	�

?@<@@@�LF�	���B�U�
�
	�
M� L>

�Y�����

�@��8F����>�
X	�M	����
����D�
���
�

:���D��
���
<�C��;�
7
��	�
���C��F�
��D;�	Z

��R��������
M��

?<@@@�LF�	���B�U�
�
	�
M� L>

�Y�����

�@��8�	��
�[�D��	�
�
X
	;�8	�D;���
8��C�

Q�>���MF���D	��
�� ?@<@@@�G�>
��B�[�D��	�
�
X
	;�

[�D��	�
�X
	;�

�@H�\�

���
�
U�	��9�
�7
���	�
K���C
���8��C�

Q�>��O��=7�
�� ?@<@@@�8��9��B�L��	��
M� U�	��9�

�@A�\�

���
��F����
T
M����L�DD�	�
8��C��

Q�>�=�
9�
M��O��=7�
��


��D��C	��7�DF
�	��

��
�
C����

?@<@@@�8��9��B�L��	��
M� U�	��9�

�@S�T
���K	�7

����
8	�D;���8��C�
E
D��

8�
D	����=
���
��
��
���
� ?@<@@@�G�>
��B�T
���
K	�7

����

I�D��
�

�@5�T���
C	��;�
:�R�	��
8F	����

�
K���C
���8��C�
E
D�

Q�>��=�	��
M��O��=7�
�� ?@<@@@�8��9��B�L>

� �����L>

�

(Appendix AAR: 11.1B)

57



�

���������	
��	�����
����	

��������
��
�	��������

����������� !"�#$%&�&�#����'(%)�*+*,�-.�)�%�������� !(�%�

/�� 0� (�(�%!� 1�" �(�!(�%� .��$%!�
�'��&�&�234�

56�'7��������� !�
("��� �!�&�

8�� !���!��

�9:�;<<��=
		>�
?��
����		
=�<<�
�<�=�

@	

�=<���	�<A�����
A
	
����A�����

9:B:::���
��	���C��� �C���D�<<A�

�99�E�����������
���
��
�	��
�<�=�F��G�

E��������H�
��A��
�I������
�

9:B:::���
��	���C��� �C���D�<<A�

�9J�E	A��<<A�
�		
=�<<�����
��	

A��<�=�

K���=
�<<�
	
�����
�I������
����<������
������<�A���<��A�����


��������I������
�

9:B:::���
��	��E	A��<<A� LM	
�<���

�9N�D��M�O��	�=��
P���	
��		
=�<<�
�<�=�

Q�C�����
��<������
�
�I������
�

9:B:::���
��	��R�<������� �	

�A
���<��

�9S�D��M�O��	�=��
T�

<��U
M<�
��A�
�<�=�

;I������
B�A
	
��������


�������AM�

A�

9:B:::���
��	��R�<������� �	

�A
���<��

�9��F��<�C		��
T�

<��U
M<�
��A�
���

��

?��
�����	
���C�����
A����A�	

A��I������
�

9:B:::���
��	���
�
<���� V	
<���

�9W�F��<�C		��
?��
����	���
�
�<�=�

@	

�=<���	�<AB�

�������
=�=AB�

��������	<�AB�


������������I���AB�
��=<������
�AA�A�A
���

9:B:::���
��	���
�
<���� V��<���A�

�9X�P		���<�������
K�A

��
����=��
T�������<�=�
F���

;I������
����<������
�		
=�<<A��	
��<<��
���AB�
A�
A�	���	��A�����
��
>�
AB����<�
���	<�AB�
M�
�<�A�����<����
AB�
C�
�
�=	

<�A�������

��
AB�
�A>�A�����<�
���C�
�
�
�	�
����
AB�
��A��	
�
C	���YA�
���B�

�������
=�=AB�
��><��=��AB�=����
AM��<�AB���
A
�����>�
AB�
�I������
�

	<<��AB�Z���	
�
����A���	
�>��>����
��AB�
���������=�<<AB�A�����
�M�
�A������	�<��	A
�
���A�

9:B:::���
��	��P		���<��� P		���<���

�9[�P		���<�������
K�A

��
����=��
T�������<�=�
F���

;I������
��	
�C	���YA�

��=�B����<�������		
=�<<AB�
A�
A�	���	��A�����
��
>�
AB����<�
���	<�AB�
M�
�<�A�����<����
AB�
C�
�
�=	

<�A�������

��
AB�
�A>�A�����<�
���C�
�
�
�	�
����
AB�
��A��	
�
C	���YA�
���B�

�������
=�=AB�Z���	
�����A���	
�

��><��=��AB�Z���	
�����
A���	
�=����AM��<�AB���
A
�
����>�
AB�
M
����I������
�


	<<��AB�Z���	
�����A���	
�
>��>����
��AB����������
=�<<AB�A������M�
�A�����
�	�<��	A
����A�

�B:::���
��	��P		���<��� P		���<���

�9\�P		���<���
R��
	AA��
��>�
�
�<�=�

��	

A��I������
� 9:B:::���
��	��P		���<��� P		���<���

(Appendix AAR: 11.1B)

58



�

����������	
�����	
��

�������	���
�	
��

���������������� !"�"������#$!%�&'&(�)*�%�!����������$�!�

+�� ,��$�$�!�� -����$��$�!� *�� !��
�#��"�"�./0�

12�#3������������
$��������"�

4����������

�56�78�



�9����
:
;��9
��<
���
=��<�>
?�

@�8��A��BC�
��D�	��E��
?��<��
?����
F�F
G�<�H�
B��?E�
F�C��
�H�B��?E�
F�
C
?E�
�H�C��E����D�����
D�
?�H�<
��<
����

��F�
	�

I6H666�=��;��D�78�



� 78�



�

�5I�78�



�
J8�CC�
F�
=��<�>
?�

@�8��A��BC�
���
?����
F�
	
�����	

�C����	�H���C�	�H�
�
B��B�D�	���C�
F�

��
�	
�
�
F��A��BC�
��

��
��F

F��

I6H666�=��;��D�78�



� 78�



�

�55�78�



�
K�F�	��L�?M�;�
=��<�>
?�

@�8��B�	��
F��A��BC�
�� I6H666�=��;��D�78�



� 78�



�

�5N�O

���
���
O��������E����?��
=��<�>
?�

:�
��	�E�	����H����?�����


���	
�
�
F��E�	���

I6H666�=��;��D��


�	��� O

���
���

�5P�Q
���
F��
�
R���<
���S�
JB�	��
F�=��<�
>
?�

K	
�
�
F��A��BC�
��
�
?����
F�<
���H�D�	���
���


��C���?
��B	�T����
��

I6H666�=��;��D����
����� KE�	
����

�5��Q�	��;�
9�����F��:�
��	�
R���<
���=��<�
>
?�

J�U�NC�U�NC�C
	A����� I6H666�=��;��D�9
;�8
��	� Q
;�

���

�5��Q�	��;�V
F����
9
��<
���=��<�
>
?�

@�8��
D��;�

��B�
;�
F�
�A��BC�
��

I6H666�=��;��D�9
;�8
��	� Q�	��;�

�5W�Q�	��;�V
F����
9
���9
���=��<�
>
?�K�9
���
J�?���
�

VA��BC�
���BF	
���
�
?����
F��E
�����
���

��
F
G�<���

I6H666�=��;��D�9
;�8
��	� Q�	��;�

�5X�V
���Y�	�E�
Z���	�?��
9
�M��<
���
����?�
���
�

VA��BC�
��

���
�D�	C�
�BF	
���D�	�Q�	��;�
[�?M����9
�M��<
���=��<�

I6H666�=��;��D�9
;�8
��	� Q�	��;�

�5\�L�����9���;�=
	���
>
?�

9
		��	��	

�B�	���	
���	� I6H666�JE�	���D�Q�
�
	�
F� J8

�L�����

�N6�@���
C
	
�K�	D�
=	�?M���=��<�
>
?�

7��?E�
�

��B�
;�
F�
�A��BC�
��

I6H666�=��;��D�J��	��
F� Q�	��;�

�NI�@���
C
	
�
�C
���	�
R���<
���=��<�

=��<	��C�M��?E�
�
�A��BC�
���

I6H666�=��;��D�J��	��
F� Q�	��;�

�N5�@���
C
	
�
K�

���=��<�

K�

���
���H��	;�?��	��
�A���F���H�
��C�
��C�
<�
?E���
��H��BF	
�������
E�
��	�<�
	�������	�
FH�
?E
�	��

��?��E��
��

I6H666�=��;��D�J��	��
F� Q�	��;�

�NN�@�	

�
�
@��<
���
����?�
���
�

@�8��
�D�	C��

��
�	
�
�
F��A��BC�
��

I6H666�=��;��D�9
;�8
��	� Q�	��;�

�NP�@�	

�
�]�<��� KE	���������	�?E����
�
<����

I6H666�=��;��D�9
;�8
��	� Q�	��;�

�N��@�	�E�	
�
J�<�	<��Q�
̂��
JE���

K�����

���A��BC�
�� I6H666�=��;��D��


�	��� O

���
���

(Appendix AAR: 11.1B)

59



�

���������	
��	�����
����	

��������
��
�	��������

���������� !"#�$%&' '�$����()&*�+,+-�./�* & ���� � !")�&�

0�� 1 !)�) &"� 2 #!�)�")�&� /��%&"�
�(��' '�345�

67�(8 � ����� !"�
)#���!�" '�

9� !"���" �

�:;�<�����������
=��
��
�
�		
>�??��?�>�
@���

�	�
�:��A�:����
B���CD�

E	��A�
��C��>�F�CD�
E	���GC�

�������
����	
�CD�E	���GC�


��������B������
D�����
=�CF��F��B������
�

HIDIII���
��	��J		���?��� J		���?���

�:��K�?��
�����>��
L��	���?�>�@���

ME	���C
	�������
C���
�
	
���
B���C��C�
E�??��C���E��?�>�
�B������
�

HIDIII���
��	��N�?O�??�� P�
�����

�:Q�K�

R�
P��CE�
�
�
���>��L��	��
�?�>�

S�E��B������
�����
����	
�C��	
�T���	
�
��>��

���C�

HIDIII���
��	��P��CE�
�
� N	
?���

�:U�K�

R�
P��CE�
�
�
���>��L��	��
�?�>�

V���R
�

�������
�B������
�������E�
����	
�C��	
�C���	
�
��>��

���C�

HIDIII���
��	��P��CE�
�
� N	
?���

�WI���R�>X����
��
�R�����R�
J���@����

����������C
�??�
�	���
�
<?�>�
����FR�M���?��

HIDIII��R�
��	����
���
���Y
J�

�R��?��

Z�
?����������

�WH��E�����>�
>C�
���>��L��	��
�		
>�??��?�>�

S�E�����	
�C�����
�B������
�

HIDIII���
��	���E��� N��?����

�W[�MR	
�?���J���	
�
�		
>�??��?�>�

S�E�T����
CD�>�??C��	
�
��
�R���������

�������
����?������
F����
�B������
�

HIDIII���
��	��\	C��??C� MR	
�?���

�W:�MR	
�?�������	
�
�		
>�??��?�>�

MR
���C�
C�	��T����
C�
��������������R����
	�
�CC�C
�E�
R���T�
��C�

HIDIII���
��	��\	C��??C� MR	
�?���

�WW�M��

�]�??�
J���	
��	���
�
�?�>�@���

L���	
�CD��?������
�B������
������	���
�
�
C	�
E�
��

HIDIII���
��	���
�
?���� N	
?���

�W��V����
		�����
S	

R�
��
��>�
>C�
�	�����
��
\�
����
@��	
�	
�
���

PP̂ D�
E	�E		������
����
>���R�C�E�
R�>��FCD�
E	�
E		�����������
�>?�C�����
E		������X�>	�

HIDIII���
��	��V����
		� V����
		�

�W;�V����
		�
_�

?��=
R?�
��C�
�?�>�@���

�
	
����CR��� HIDIII���
��	��V����
		� V����
		�

�W��V����
		�
_�

?��=
R?�
��C�
�?�>�@���

S�E���C��C̀CR	
���
�
��
�?��

[DIII���
��	��V����
		� V����
		�

�WQ�V����
		�
��	

C�����
�	���?��?�>�

�R����C

��
�
��	O�
�
�?���
	����

HIDIII���
��	��V����
		� V����
		�

�WU�aY������
=�C

�?������?��
�?�>�@���

;YQ�

��F�>�F�CD�
����
��������
��C�C��R�
�C�
�
�CD�
�>�CD��R���CD�
�R����
���CD�R���?��>�
�

���D��?�>�>�F��C
	
�����
�

R��O�?	�
	��������?�>�
����	
�C�

HIDIII���
��	���E��� N��?����

(Appendix AAR: 11.1B)

60



�

����������	
�����	
��

�������	���
�	
��

���������������� !"�"������#$!%�&'&(�)*�%�!����������$�!�

+�� ,��$�$�!�� -����$��$�!� *�� !��
�#��"�"�./0�

12�#3������������
$��������"�

4����������

��5�6�
7���8�
���������
9���:
���;��:�
<
=�

>�?��@��AB�
��C�	�D�
��	�
=��:�

EF����;��8��C�G��
�
��A� H�	
��H�
=I�

��J�6�
7���8�
���������
9���:
���;��:�
<
=�

K�
8�
7�L����

����M�

��B�
��B�C����
7�7�
���

�F555�;��8��C�G��
�
��A� 6�
7���8�

��N�6��B�=����
H�����7��
9���:
���;��:�
<
=�

;��:�D�BA�	��

���A�	���
�@��AB�
��

EFOPE�;��8��C��	B
�
��� �	B
�
���

��Q�9	�B

����
>��:
���
����=�
���
�

>�?��
�C�	B��

��
�
�
A��A�

��A	�
��	�C�	�
9	�B

���������:��������
>��:
���;��:�

EFN�5�;��8��C�9	�B

���� H�=��
�

��O�H
���
��

�
;	�=L���;��:�
<
=�

H�?��
7�B
=I�
��

��
A	�D�=��	�?��I��=	��
�

�F�55�R�?
��C�
H
���
��

�

H
���
��

�

����H
���
��

�
;	�=L���;��:�
<
=�

S�A�
=��C�
=�
7�?��I�
	��	
=�
:���C�
=�
7�

�F555�R�?
��C�
H
���
��

�

H
���
��

�

��P�H
���
��

�
;	�=L���;��:�
<
=�

T�
TB
	��7
U�:��F�
=	�=L���:
����

��I��B����

QF�55�R�?
��C�
H
���
��

�

H
���
��

�

��V�9�		���C�����
W��������I����=��
;��:�

T��	
7��

���@��AB�
�� �FN55�;��8��C�6
�
B�
�
� 9�		���C�����

�����B
U�
��K�	�I�
X	
7�
�H�
��
;��:�<
=�

Y
�C�	B�F��A�
L�	�
�8���B�C�	�:�
��

�F555�;��8��C�H
8�?
��	� Z
8�

���

��E�6�
7�?
8�
9���:
���[�
TA�	��
7�;��:�
<
=�

W
������������	�\����
7� �F555�;��8��C��


�	��� W

���
���

�P5�W�=L	��7��
;�BB�
��8�
�
	��
�

;�BB�
��8��
	��
�C�	��
�
C��8��@��AB�
�F�C�	���
���
��AA����F������F�
�	��	8�
�@��AB�
��

��C�
=�
7�

�F555�;��8��C�T?

� H
���
��

�

�PJ�KI��
�M�
>��:
���;��:�
<
=�

Y
�C�	B��

���@��AB�
�� VFO55�;��8��C�6
�
B�
�
� 6
�
B�
�
�

�PN�]���
:	��L�
S

7�	��
;	�=L���;��:�
<
=�

6����

��A�
8�
7�I��B����
C�	�J����
B��

VF555�;��8��C�T?

� T?

�̂�����

�PQ��	��
?����
W��������I����=��
;��:�

�̂7I�D�BA�B
���

��
A����F�D
_���
�F��I���A���F�
I�	�����

��
�?����	
7��
�I��_���

��=�
�
�
�	��

VF555�;��8��C�G��
�
��A� 6�
7���8�

�PO�Z
8�

���

̀=I��;��:�<
=�

S�A�
=��B��
����AA�	��
:�
��?��I�
�A�
���=�I����
:�
�F�	�C����C�B���	�

VF555�;��8��C�H
8�?
��	� Z
8�

���

�P��;I
BA��
�
W
L���

R
:�����

����
:��F�C�_��
A������
�C����
7�=I
�	�F�
:�

�:
7����������F�:�

�

PFPP��;��8��C��	B
�
��� �	B
�
���

(Appendix AAR: 11.1B)

61



�

���������	
��	�����
����	

��������
��
�	��������

���������� !"#�$%&' '�$����()&*�+,+-�./�* & ���� � !")�&�

0�� 1 !)�) &"� 2 #!�)�")�&� /��%&"�
�(��' '�345�

67�(8 � ����� !"�
)#���!�" '�

9� !"���" �

��:����
:�
;::	���
�	��


	���<�	�
�:�
:=��
	<��
�
:�
=��	>�����
�?>������
�@��
:=��@�::�:�
:=��	�����
���@���=���
�
��
�����?>��

�>�A�:�	���	��
	
=�
�	

�?>���	��
	
�:
���=�
�������>���
=�B�>>�
�	��
�����
�@�������
:�:
����������>�
��	���
��������
�
�	����
:�

�CC��@	
�:�
;�:

�>���
D���
���

;

:��>�::��<������
��
�
�@	
�:�E�>>��
��F�

C=GGG���
��	��H�>A�>>�� ��A�

	��

�CI�JKH;�J�

@� ;���	��<������
��	
�
@��
J�

@�K��
���H�>���>���
;::	���
�	��

C=LMI���
��	��;
����>�� N����F	
�

�CO�P��@�H�������
Q
��
	
�
H�:����RS��T�

K��
�����	��
����>���=�
	����������F�
�@���

C=LMM��@�
��	����
���
���U
N�

�@��>��

V�
>����������

�C��;
�����B���
�>�?�S���

W<������
����>������
B	�
>�
�����:�>���:�
���������
�>	�F:�	��

��	�:=�
:
	�B�
�@�:=�F�

>��?�>>:=�
:

�
�@��	
�:=��X�
��:��
��
:������J��:Y�

C=ZZZ���
��	��N		���>��� N		���>���

�IZ���
>�:>��
��A�
A�>��D�

>��
;
@>�
��:��>�?�

P��@�[������
:� C=ZZZ���
��	��E�>�	�
� E�>�	�
�

�IL�\��
����:��
��>
�
��
;::	���
�	��S���

]�
:�����:	���
�?�>>:� C=ZZZ���
��	���
�
>���� E�>��

��

�IM�E�>��A�:�
E�:F�
?�>>�
�>�?�

����>��?�:F�
?�>>�
����	
�:�

�=�CL���
��	���	�F���@��� �	�F���@���
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This report has been prepared for submission to Parliament under the provisions of section 
24 of the Auditor General Act 2006. 

Our information systems audits focus on the computer environments of entities to determine 
if their general computer controls effectively support the confidentiality, integrity and 
availability of information systems and the information they hold.  

This is the 16th year we have reported on 
controls.  

I wish to acknowledge the  cooperation with this audit. 

Sandra Labuschagne 
Acting Auditor General 
12 April 2024 
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overview 
This report summarises the results of the 2022-23 annual cycle of 
information systems audits for Western Australian State government 
entities and tertiary institutions. These audits were conducted between 
February 2023 and March 2024. 

WA public sector entities continue to transform and innovate their 
information systems to better deliver important services to the public. In 
doing so entities face many challenges, in particular a shortage of skilled  
cyber security professionals, and the need to ensure systems remain 
secure while being improved. Our general computer controls (GCC) audits assess if entities 
have appropriate controls to protect the confidentiality, integrity and availability of key 
business systems.   

I am pleased to report a decrease in qualified financial audit controls opinions related to GCC 
weaknesses. While this is a commendable effort, entities need to act more quickly to address 

r year. It is 
crucial that entities address these long-standing audit findings to improve their information 
and cyber security controls. 

This report is the second with our updated capability maturity model, which provides 
Parliament with a more detailed view of information and cyber control areas. Our 
assessments found these areas need the most work, with the poorest results found in 
endpoint security, access management and human resource security.  

To help the sector, my Office has recently published a better practice guide1 to improve 
digital identity and access management practices. In 2022-23, we also published our 

2 cyber 
security controls, a requirement of the WA Government Cyber Security Policy. Effective 
implementation of these controls will strengthen general computer controls and help 
them address audit findings. 

Common to the entities we recognise as better performing is the constant executive level 
vigilance and focus required to address cyber risks. This focus is achievable by many more 
entities.  

 

 

 
1 Office of the Auditor General, Digital Identity and Access Management  Better Practice Guide, OAG, Perth, 28 March 2024. 

2 Office of the Auditor General, Implementation of the Essential Eight Cyber Security Controls, OAG, Perth, 6 December 2023.   
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2022-23 at a glance 

 

 

(Appendix AAR: 11.1D)

105



 

State Government 2022-23  Information Systems Audit    | 7 

 

  

(Appendix AAR: 11.1D)

106



 

8 | Western Australian Auditor General 

Introduction 
This is our 16th report on audits of 
(GCC). The objective of our GCC audits is to determine if computer controls 
effectively support financial processes, delivery of key services, and the confidentiality, 
integrity and availability of information systems. Strong and well operating controls are a 
crucial defence to ever increasing cyber threats, enabling entities to safeguard their data, 
systems and information technology (IT) environments from potential security breaches.  

We reported GCC findings to 59 State government entities (Table 1) in 2022-23, and also 
provided 39 of these 59 entities with capability maturity self-assessments. These 
assessments look at how well-
We then compared entity self-assessments with results from our GCC audits.  

Generally, smaller entities or entities audited by our contract audit firms were not provided a 
capability self-assessment.  

39 entities issued with GCC findings and capability assessments 

 Central Regional TAFE 

 Child and Adolescent 
Health Services 

 Commissioner of Main 
Roads 

 Corruption and Crime 
Commission 

 Curtin University 

 Department of Biodiversity, 
Conservation and 
Attractions 

 Department of 
Communities 

 Department of Education 

 Department of Finance 

 Department of Justice 

 Department of Local 
Government, Sport and 
Cultural Industries 

 Department of Planning, 
Lands and Heritage 

 Department of Primary 
Industries and Regional 
Development 

 Department of the Premier 
and Cabinet 

 Department of Training and 
Workforce Development 

 Department of Transport 

 Department of Treasury 

 Department of Water and 
Environmental Regulation 

 Disability Services 
Commission 

 East Metropolitan Health 
Service 

 Edith Cowan University 

 Health Support Services 

 Housing Authority 

 Lotteries Commission 
(Lotterywest) 

 Murdoch University 

 North Metropolitan Health 
Service 

 North Metropolitan TAFE 

 North Regional TAFE 

 PathWest Laboratory 
Medicine WA 

 Racing and Wagering 
Western Australia 

 Rottnest Island Authority 

 South Metropolitan Health 
Service 

 South Metropolitan TAFE 

 South Regional TAFE 

 Southern Ports Authority 

 University of Western 
Australia 

 WA Country Health Service 

 WA Police Service 

 Western Australian Land 
Information Authority 
(Landgate) 

20 entities issued with GCC findings only 

 Building and Construction 
Industry Training Board 

 Botanic Gardens and Parks 
Authority 

 Forest Products 
Commission 

 Fremantle Port Authority 

 Gold Corporation 

 Mental Health Commission 

 Regional Power 
Corporation (Horizon 
Power) 

 Water Corporation 
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 Department of Fire and 
Emergency Services 

 Department of Health 

 Department of Jobs, 
Tourism, Science and 
Innovation 

 Electricity Generation and 
Retail Corporation 
(Synergy) 

 Electricity Networks 
Corporation (Western 
Power) 

 Office of the Information 
Commissioner 

 Parliamentary Services 
Department 

 Pilbara Ports Authority 

 Public Transport Authority 
of Western Australia 

 WA Greyhound Racing 
Association 

 Western Australian Land 
Authority  

 Zoological Parks Authority 

Source: OAG 

Table 1: State government entities issued GCC findings 

Our audits incorporate recognised industry better practices and consider factors, such as the: 

 business objectives of the entity 

 level of entity reliance on IT  

 technological complexity of entity computer systems  

 significance of data and information managed by the entity. 

We focused on the following 10 categories:  

 

Source: OAG 

Figure 1: GCC categories 
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Conclusion 
We issued 563 GCC findings to 59 entities this year, compared to 566 findings to 61 entities 
last year. Entities need to actively address these findings in a climate of increasing cyber-
attacks, breaches and information system related outages. 

Pleasingly, a number of entities had addressed significant GCC audit findings from prior 
years resulting in a decreased number of qualified financial audit controls opinions3 related to 
GCC, down to eight from 13. While this is positive, entities need to do more as over half of 
this year s findings (55%) were issues still unresolved from the prior year. Not addressing 
weaknesses in a timely manner leaves entities vulnerable to compromise and data breaches. 

The results of our capability maturity assessments show endpoint security was the weakest 
area, with only 11% of the entities meeting the benchmark. This was followed by access 
management (21%), human resource security (34%), and business continuity (49%). While 
more than half of the entities met the benchmark for network security, 25% of the findings in 
this category were significant and pervasive, a 4% increase compared to last year.   

There was a minor decline in the areas of information security framework and IT operations, 
while results for IT risk management remained the same. Physical security and change 
management saw improvements this year. 

 
3 Office of the Auditor General, State Government 2022-23  Financial Audit Results, OAG, Perth, 20 December 2023.  
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What we found: General computer controls 
In 2022-23, we alerted 59 entities to 563 information system weaknesses: 30 were rated 
significant, 374 moderate and 159 minor.  

Significant findings were mainly in the areas of access management and network security. 
The majority of the weaknesses were rated moderate (Figure 2), which require entities to 
take action as soon as possible. Combinations of moderate findings can expose entities to 
more serious risks, so it is important to address the issues promptly. 

Source: OAG 

Figure 2: GCC findings and ratings in each control category  
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What we found: Capability assessments 
We conducted capability assessments at 39 State government entities. The assessments 
evaluated each entit  capability maturity level across the 10 GCC categories using a 0-5 
rating scale4 (Figure 3). Entities need to achieve a level 3 (Defined) rating or better in each 
category to reach benchmark. 

 

Source: OAG 

Figure 3: Rating scale and criteria 

  

 
4 The information within this maturity model assessment is derived from the criteria defined within the framework Control 
Objectives for Information Technologies 2019, released in 2018 by ISACA (an international professional association focused on 
IT governance). 
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Figure 4 shows the results of our capability assessments across the 10 control categories. 
Not all entities were assessed across all 10 categories.   

 
Source: OAG 

Figure 4: Capability maturity model assessment results 
 

Endpoint security, access management and human resource security continue to be areas 
requiring the most attention. There was a decline in the maturity of business continuity 
processes due to a number of entities failing to test and keep up-to-date their continuity 
plans, backup procedures, and incident response plans. In addition, while more than half of 
the entities met the benchmark for network security, 25% of weaknesses in this area were 
rated as significant and high risk. 

The remaining categories did not see a material change. Risk management remained the 
same, change management and physical security improved slightly and information security 
framework and IT operations saw a marginal decline. 

Over the last five years, four entities issued with capability assessment have consistently met 
the benchmark in a majority of categories: 

 Department of Training and Workforce Development 
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 North Metropolitan TAFE 

 Racing and Wagering Western Australia 

 Western Australian Land Information Authority (Landgate). 

In addition, the following entities met the benchmark in at least eight of the 10 categories in 
2022-23: 

 Department of Biodiversity, Conservation and Attractions 

 Department of Planning, Lands and Heritage 

 Lotteries Commission  

 South Metropolitan TAFE 

 Department of Water and Environmental Regulation.  

Information and cyber security 
In 2021-22, significant information and cyber security weaknesses resulted in 13 entities 
receiving qualified financial audit controls opinions. In 2022-23 we found a number of those 
entities had addressed significant issues, resulting in fewer qualified controls opinions.5 

While this shows positive results, our 2022-23 findings continue to highlight information and 
cyber security as a heightened area of focus (Figure 5). Entities need to take proactive 
measures to address weaknesses in these areas. 

Information and cyber security controls testing are essential to our GCC audits. We assess 
whether entities have effective controls to protect their information systems and IT 
environments from internal and external threats. These control categories include endpoint 
security, access management, human resource security, network security and information 
security frameworks. Results for these categories only include two years of data, as they 
were reported separately for the first-time in 2021-22. 

 
 

Source: OAG 

Figure 5: Percentage of entities that met/did not meet the benchmark in the five categories for 
information and cyber security in 2022-23 

 
5 Office of the Auditor General, State Government 2022-23  Financial Audit Results, OAG, Perth, 20 December 2023. 
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As part of our GCC audits, we also assessed controls of 10 entities against the Australian 
Essential Eight criteria.6 We found entities did not have an adequate 

understanding of their controls and needed more work to achieve the level one maturity 
required by the WA Government Cyber Security Policy.7

Implementing Essential Eight controls effectively will also help address shortcomings 
identified in GCC audits in the information and cyber security area. Essential Eight controls 
are designed to help entities manage and address common cyber security risks and improve 
their information and cyber security posture.  

1. Endpoint security  
Like last year, results for the endpoint security 
category continue to be the weakest. Only 11% 
of entities met the benchmark, down from 14% 
last year (Figure 6). Weaknesses in endpoint 
security leave entities more exposed to potential 
attacks that could compromise their information 
and operations.  

Endpoint security plays a crucial role in ensuring 
devices (e.g. computers, servers, phones) 
accessing network and business applications are 
protected. 

We reviewed if entities had anti-malware controls 
including application and macro controls to 
prevent the execution of unauthorised applications
and code. 

Our testing also covered email authentication 
controls, and whether entities promptly identified 
and patched vulnerabilities. Where entities allow 
remote access through personal devices, we 
examined if they assessed the security posture of 
these devices before allowing access. 

Source: OAG 

Figure 6: Percentage of entities that 
met/did not meet the benchmark for 
endpoint security  

Malware 
protection 

Patch 
operating 
systems 

Removable  
media control 

Patch  
applications 

Application 
hardening 

Email  
security 

Vulnerability 
management  

Database 
management

Source: OAG 

Figure 7: Endpoint security controls included in our GCC audits 

6 Office of the Auditor General, Implementation of the Essential Eight Cyber Security Controls, OAG, Perth, 6 December 2023.   

7 Department of the Premier and Cabinet, WA Government Cyber Security Policy, DPC, Perth, October 2021.   

14 11

86 89

2022 2023
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Common weaknesses included:  

 Ineffective vulnerability management processes  instances where vulnerability 
scanning is either not in place or not adequately configured. A high number of 
vulnerabilities were also present due to unsupported or unpatched systems.  

 Applications controls were not in place  if unapproved applications are not blocked, 
malware infections can compromise an entity's network and systems.  

 Untrusted code was not blocked  malicious code can spread malware infections 
leading to security breaches.  

 Email systems were not adequately configured  lack of controls or 
misconfigurations can result in impersonation and data breaches. Domain-based 
Message Authentication Reporting and Conformance (DMARC) is not fully enabled to 
prevent impersonation.   

 Missing or out-of-date anti-malware software  malware can spread without 
adequate controls. 

The following case studies illustrate the common weaknesses we found in endpoint security. 

Case study 1: Ineffective application control  

An entity was unaware it had poorly configured its application control software, which 
rendered the control ineffective, as it had not reviewed the control in the last five years. As 
a result, we identified a significant number of unapproved applications installed on the 

work.   

 

Case study 2: Entity did not understand extent of vulnerabilities 

An entity did not have a full understanding of vulnerabilities affecting its systems and 
network. While it performed regular vulnerability scans, these were misconfigured and did 
not identify all weaknesses. Without being fully informed, the entity cannot address the 
weaknesses.  

Entities need an effective process for identifying, assessing and addressing relevant 
vulnerabilities in a timely manner, to adequately protect systems against potential threats. 
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Common weaknesses included:  

Multi-factor authentication (MFA) was not used or was not adequate  a lack of 
phishing resistant MFA can lead to unauthorised access.  

Access termination process was inadequate  if access of former staff is not 
disabled in a timely fashion it could be used for unauthorised or inappropriate access.  

Access privileges were not regularly reviewed  appropriately managed access 
privileges reduce the risk of unintentional or intentional misuse of access.  

Ineffective system logging and monitoring  malicious activity may go unnoticed if 
system access monitoring is not effective.  

Inadequate access provisioning process  if access is granted without following a 
formal process, there is a heightened risk of unauthorised access and individuals 
accumulating unnecessary privileges. 

8 Office of the Auditor General, Digital Identity and Access Management  Better Practice Guide, OAG, Perth, 28 March 2024

2. Access management  
Access management remains an area of 
concern with only 21% of entities meeting the 
benchmark compared to 24% in 2021-22 
(Figure 8). Inadequate access controls can 
result in security incidents, financial loss and 
reputational damage. 

In this area, we assess controls such as 
access rights, active user accounts, 
generic/shared credentials, privileged 
access, password policies and multi-factor 
authentication. 

To help the sector improve access 
management, we have developed and 
published a better practice guide8 focusing 
on principles to protect information assets 
from unauthorised access. We encourage all 
public sector entities to adopt the principles 
in this guide. 

Source: OAG 

Figure 8: Percentage of entities that 
met/did not meet the benchmark for 
access management  
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Source: OAG 

Figure 9: Access management controls included in our GCC audits 
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These common weaknesses are further highlighted in the following case studies. 

Case study 3: Managing privileged system accounts for data protection 

An entity relies on a third-party vendor to maintain its key application, which stores 
personal and sensitive information. The third-party vendor received highly privileged 
access to the application through a generic account, which could also be used to view 

monitor ty any inappropriate 
access to personal and sensitive information. 

It is also difficult to determine accountability if generic accounts are misused. 

 

Case study 4: Neglecting good password practices   

An entity stores the credentials of a highly privileged generic account in clear text in a user 
manual. Additionally, the password was short, simple and easy to guess.  

Poor password management practices could result in account compromise and 
unauthorised access. 

 

Case study 5: Excessive users given administrator rights 

At an entity, all users were automatically granted local administrator privileges to all 
workstations and could install software at their own discretion. We identified a number of 
potentially unwanted applications, including games, installed on the devices.  

Excessive privileges and a lack of controls to prevent unwanted software installation may 
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3. Human resource security  
Similar to last year, only 34% of the entities 
met the benchmark in human resource (HR) 
security (Figure 10). Staff and contractors 
may not fully understand their information 
security responsibilities, and insider threats 
may go undetected, leading to information 
theft and other security incidents.    

Appropriate procedures for onboarding and 
offboarding, pre-employment screening, 
ongoing security awareness training, proper 
disciplinary processes and adequate 
termination procedures can protect against 
insider threats and security breaches. Source: OAG 

Figure 10: Percentage of entities that 
met/did not meet the benchmark for 
human resource security  

Background 
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Acceptable use 
policies 

Confidentiality 
agreements 

Security awareness 
programs 

Source: OAG 

Figure 11: Human resource security controls included in our GCC audits 

Common weaknesses included:  

Background screening not performed  if background checks are not performed, 
there is an increased risk of fraud and malicious activities occurring. 

Onboarding processes lacked IT acceptable use and non-disclosure agreements 
 there is a heightened risk of misuse and inappropriate actions when individuals are 

not made aware of their responsibilities. 

Information security awareness training was not provided or not completed 
training helps individuals understand the risks to the entity and their personal 
responsibilities for information and cyber security. 

No visibility of contractors  insufficient visibility over contractors through a central 
record can lead to undetected unauthorised activities, posing significant security risk. 

Employee termination processes not consistently followed  this may result in 
delays to disabling access resulting in unauthorised access to entity premises, 
information and systems, and potentially financial loss. 

The following case study illustrates a common weakness in HR security. 

34 34

66 66

2022 2023
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Case study 6: Insufficient cyber security awareness 

At an entity, under 10% of staff completed cyber security training. 

With limited access to training and completion of training resources, not all staff are
sufficiently trained in basic cyber security. This may result in inappropriate actions, which 
can affect the confidentiality, integrity and availability of information. 

4. Network security 
There was no material change in this area 
with 57% percent of the entities meeting the 
benchmark (Figure 12). Twenty-five percent 
(21% in 2022) of network security 
weaknesses were rated as significant. 
Network security controls play a pivotal role 
in safeguarding networks and critical systems 
against cyber intrusions.  

We review if entities have secure network 
administration processes and segregation, 
prevent unauthorised devices from 
connecting to the network and performed 
regular penetration tests.  Source: OAG 

Figure 12: Percentage of entities that 
met/did not meet the benchmark for 
network security  
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Source: OAG 

Figure 13: Network security controls included in our GCC audits

Common weaknesses included:  

Firewall rules are not reviewed  outdated firewall rules can increase the risk of 
compromises. 

Lack of network segregation  cyber incidents may spread and be difficult to contain 
when networks are not segregated. This also isolates and protects critical operational 
technology assets. 

Unauthorised devices were not blocked  unauthorised devices could be used as an 
attack vector to spread malware or eavesdrop on communications.  

56 57

44 43

2022 2023
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5. Information security 
framework 
More than half of the audited entities (61%) 
met the benchmark in this category, which is 
slightly fewer than the prior year (Figure 14). 
Adequate governance and oversight ensure 
entities mitigate security risks and safeguard 
sensitive information and key systems.  

We assessed whether entities have suitable 
information security policies and roles, 
including information classification 
procedures, as well as established governing 
committees and communication processes 
with security groups. We also looked at 

security risk assessments for cloud service 
providers. 

 Source: OAG 

Figure 14: Percentage of entities that 
met/did not meet the benchmark for 
information security framework  
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Source: OAG

Figure 15: Information security framework controls included in our GCC audits 

Common weaknesses included:  

Information security policies were missing or outdated  outdated policies, 
standards and procedures means entities may not be able to achieve their information 
security objectives.  

Ineffective cloud security assurance  services may 
expectations, rendering the entity vulnerable to security, financial and reputational 
risks. 

Data loss prevention controls were insufficient or absent  data loss may go 
undetected, potentially resulting in sensitive information leakage and reputational harm.  

6. Business continuity 
This year, only 49% of entities met the benchmark for business continuity, a substantial 

 63% and the progress made over the last five years (Figure 16). This 
is due to entities not maintaining and testing their continuity plans or not taking prompt action 
to address existing weaknesses. Interruptions to business can seriously impact the delivery 
of important services to the public. Effective business continuity processes focus on 
strategies, procedures and plans that help entities operate or quickly resume operations, 
when a disruption or disaster event occurs.  

66 61

34 39

2022 2023
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Source: OAG 

Figure 16: Percentage of entities that met/did not meet the benchmark  

We assessed if entities have plans for business continuity, disaster recovery, backups and 
incidents response and if the effectiveness of the plans are regularly tested. 

Backup and 
recovery 
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Source: OAG 

Figure 17: Business continuity controls included in our GCC audits 

Common weaknesses included:  

Lack of regular backup testing  insufficient testing of backups could delay 
restoration of data.  

Business continuity and disaster recovery plans are not up-to-date  entities may 
face longer than expected outages of important services if adequate recovery and 
continuity plans are not in place and effective.  

Plans are not tested  plans may not be fit for purpose unless testing ensures they 
can be relied upon in emergency. Testing can also identify gaps in recovery plans.   

The following case study illustrates a common weakness in continuity planning. 
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Case study 7: Business continuity management 

An entity was only backing up its data every 24 hours, with some systems not backed up at 
all. This was contrary to its recovery requirements defined in the business continuity plan, 
which allowed a maximum data loss between one to eight hours for critical information.  

The entity was also not adequately testing its backups to ensure they can be relied upon 
for emergency use when necessary. 

Without appropriate backup procedures and testing, data may be lost or recovery may take 
longer than expected. 

7. IT operations 
Generally, entities perform well in this category, with 76% of entities meeting the benchmark 
this year (Figure 18). Effective management of IT operations is important to resolve incidents 
and problems, and maintain IT infrastructure. IT operations is the most customer-centric of 
the GCC controls, a breakdown in these controls is quickly noticed by entity staff. 

Source: OAG 

Figure 18: Percentage of entities that met/did not meet the benchmark for IT operations 

We assessed if entities had formal incident management processes, managed supplier 
contracts and performance, and IT assets.  

Source: OAG 

Figure 19: IT operational controls included in our GCC audits 
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Common weaknesses included:  

IT asset management records are not appropriately maintained  inadequate IT 
asset management procedures could result in misplaced, lost or stolen IT assets, 
potentially resulting in financial losses and reputational damage. 

Missing or inadequate supplier performance monitoring  lack of supplier 
monitoring may lead to substandard services, potentially compromising systems 
integrity and impacting service delivery.  

Service level agreements not in place  service delivery may not be delivered as per 
expectations if entities and vendors do not have a clear understanding of their 
obligations. 

Case study 8: IT assets were not accurately recorded  

At one entity, we found hundreds of unused devices awaiting secure destruction as the 
disposal process had not taken place in over two years.  

There is an increased risk that IT assets will be lost or stolen resulting in financial, 
informational and reputational loss. 

8. Physical security 
There was a slight improvement in this area, with 78% of entities meeting the benchmark in 
2022-23 compared to 73% in 2021-22. However, these results are still lower than many in 
the recent years (Figure 20). Whether server rooms are on-premises or managed through a 
third-party vendor, it is important to maintain secure access and environmental controls to 
prevent accidental damage, mitigate intentional harm, safeguard equipment and protect 
sensitive data. Well-designed server rooms with appropriate environmental controls ensure 
availability of IT infrastructure and systems.

Source: OAG 

Figure 20: Percentage of entities that met/did not meet the benchmark for physical security 
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We assessed how entities manage physical access controls, power, fire hazards, and 
temperature and humidity controls in server rooms. We tested whether entities obtain 
performance and security reports from third-party vendors managing server rooms or 
delivering infrastructure as a service. 

Fire suppression 
system 

Server room  
access control 

Temperature and 
humidity controls 

CCTV monitoring 

Source: OAG  

Figure 21: Physical security controls included in our GCC audits 

Common weaknesses included:  

Former staff still had access to server rooms and data centres  failure to 
adequately control and restrict access can result in unauthorised or inappropriate entry
to key systems and damage to infrastructure.  

Inadequate data centre management  storing combustible materials and poor 
maintenance increase the likelihood of unplanned downtime and can be a health and 
safety risk. 

Unsuitable temperature, humidity and fire detection controls  this can lead to 
equipment failures, system downtime and reduced performance, affecting service 
continuity and financial stability. 

9. Risk management  
Risk management continues to show a consistent positive trend with 87% of entities meeting 
the benchmark in 2022-23 (Figure 22). A robust risk management process reduces the 
likelihood and impact of potential threats and enhances overall decision-making. 

Source: OAG 

Figure 22: Percentage of entities that met/did not meet the benchmark for risk management 
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We reviewed entities' information risk management policies and processes, and if they 
considered key cyber risks, threats and vulnerabilities. 
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IT risk 
register 

Risk 
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Source: OAG  

Figure 23: Risk management control included in our GCC audits  

Common weaknesses included:  

Risk management policies not up-to-date  obsolete policies and procedures could 
fail to address emerging risks, leaving an entity vulnerable to potential harm.  

Risk registers are not maintained  it is crucial to identify and document all relevant 
risks, including those related to information and cyber security. 

Inadequate risk management process - this could lead to incomplete risk analysis 
and weaken overall risk assessment effectiveness. 

10. Change management 
There has been continuous improvement in the change management category area over 
recent years, and we found 89% entities met the benchmark this year (Figure 24). 

  

Source: OAG 

Figure 24: Percentage of entities that met/did not meet the benchmark in change management 

We examine if entities have processes to authorise and test changes before releasing them 
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Source: OAG 

Figure 25: Change management controls included in our GCC audits 
 

Common weaknesses we found included: 

 Change management procedures are not up-to-date or not followed  errors, 
delays and failures in implementing changes could occur. 

 Procedures do not cover emergency changes  emergency changes made to IT 
systems may result in downtime. 
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Recommendations 
1. Endpoint security 

To ensure workstations, servers and mobile devices are protected, entities should: 

a. implement effective controls against malware 

b. promptly identify and address known vulnerabilities 

c. control installation of software on workstations, servers and mobile devices 

d. prevent unapproved applications and macros from executing 

e. enforce minimum baseline controls for personal or third-party devices connecting 
to their systems 

f. implement controls to prevent impersonations and detect/prevent phishing emails 

g. review and harden server and workstation configurations. 

2. Access management 

To ensure only authorised individuals and digital identities have access, entities should: 

a. strive for password-less authentication. Where this is not possible, enforce strong 
passphrases/passwords  

b. implement phishing resistant multi-factor authentication 

c. implement effective access management processes 

d. regularly review active user accounts 

e. limit and control administrator privileges 

f. implement automated access monitoring processes to detect malicious activity. 

3. Human resource security 

Entities should ensure: 

a. pre-employment screening is conducted for key positions 

b. confidentiality/non-disclosure requirements are in place and understood by 
individuals 

c. effective termination procedures exist and are followed to ensure timely access 
cancellation and return of assets 

d. ongoing security awareness training programs are in place and completed by all 
staff. 

4. Network security 

Entities should: 

a. implement secure administration processes for network devices 

b. regularly perform independent penetration tests to test network security controls  

c. segregate their network, particularly for IT and operational technology systems 

d. prevent unauthorised devices from connecting to their corporate network 

e. adequately secure wireless networks. 
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5. Information security framework 

Entities should: 

a. maintain clear information and cyber security policies and roles in line with the 
WA Government Cyber Security Policy 

b. conduct regular assessments to ensure their IT supply chain is secure 

c. classify information and implement data loss prevention controls 

d. obtain and review service organisation controls (SOC) type 2 or equivalent 
assurance reports when they use software-as-a service (SaaS) applications for 
key systems including payroll and finance. 

6. Business continuity 

Entities should maintain up-to-date business continuity, disaster recovery and incident 
response plans and regularly test them. 

7. IT operations 

Entities should: 

a. implement appropriate IT incident and problem management processes 

b. have formal service level agreements with suppliers and regularly monitor 
supplier performance 

c. perform regular reviews of inventory assets. 

8. Physical security 

Entities should: 

a. implement effective physical access controls to prevent unauthorised access 

b. maintain environmental controls to prevent damage to IT infrastructure arising 
from heat, moisture, fire and other hazards 

c. gain assurance that third-party providers manage data centres appropriately. 

9. Risk management 

Entities should: 

a. understand their information assets and apply controls based on their value 

b. ensure IT, information and cyber security risks are identified, assessed and 
treated within appropriate timeframes  

c. provide executive oversight and remain vigilant against the risks of internal and 
external threats. 

10. Change management 

Entities should: 

a. consistently apply change control processes when making changes to their IT 
systems 

b. assess and test changes before implementation to minimise problems 

c. maintain change control documentation 

d. implement controls to detect unauthorised changes. 
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Auditor 2023-24 reports 
 

Number Title Date tabled 

14 State Government 2022-23  Information Systems Audit 12 April 2024 

13 
Provision of Supplementary Information to the Standing 
Committee on Estimates and Financial Operations  
Opinions on Ministerial Notifications  

5 April 2024 

12 
Digital Identity and Access Management  Better Practice 
Guide  

28 March 2024 

11 Funding for Community Sport and Recreation 21 March 2024 

10 State Government 2022-23  Financial Audit Results   20 December 2023 

9 Implementation of the Essential Eight Cyber Security 
Controls 6 December 2023 

8 Electricity Generation and Retail Corporation (Synergy) 8 November 2023 

7 Management of the Road Trauma Trust Account 17 October 2023 

6 2023 Transparency Report: Major Projects 2 October 2023 

5 Triple Zero  22 September 2023 

4 Staff Exit Controls for Government Trading Enterprises 13 September 2023 

3 Local Government 2021-22  Financial Audit Results  23 August 2023 

2 Electricity Generation and Retail Corporation (Synergy) 9 August 2023 

1 Requisitioning of COVID-19 Hotels 9 August 2023 
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THE PRESIDENT THE SPEAKER
LEGISLATIVE COUNCIL LEGISLATIVE ASSEMBLY

LOCAL GOVERNMENT 2022-23
This report has been prepared for submission to Parliament under the provisions of section
24 of the Auditor General Act 2006. 
Our information systems audits focus on the computer environments of entities to determine 
if their general computer controls effectively support the confidentiality, integrity and
availability of information systems and the information they hold.
This is our fifth report on the findings from our audits of local government entities’ information 
technology general computer controls.  
I wish to acknowledge the entities’ staff for their cooperation with this audit.

Caroline Spencer
Auditor General
27 May 2024
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Auditor General’s overview 
This report summarises the results of the 2022-23 cycle of local 
government entities’ information systems audits performed between April 
2023 and March 2024. As these audits focus on areas that may affect the 
confidentiality, integrity and availability of the entities’ information and 
systems, they are an essential part of our financial statement audits.  

Our audit results show entities have improved the maturity of their control 
capability since our first information system audits in 2019-20, with the biggest improvements 
in risk and change management. However, significant improvements are still needed in all 
other areas.  

Information and cyber security remains the highest concern due to the number of 
weaknesses we continue to identify in the five related categories (access management, 
endpoint security, human resource security, network security and information security 
framework). Entities need to better protect themselves against external and internal threats 
to reduce the risk of security breaches. Internal threats can be notably reduced through fit-
for-purpose human resource controls such as screening, onboarding and offboarding 
procedures, and cyber security education programs. 

This year, we reported 473 (58 significant, 328 moderate, 87 minor) issues to 76 entities. 
Concerningly, a large proportion (45%) of significant issues were unresolved findings from 
last year.  

I encourage all entities to take note of the findings and recommendations in this report and 
implement fit-for-purpose solutions. 
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2022-23 at a glance 
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Introduction 
This is our fifth report on the findings from our audits of local government entities’ information 
technology general computer controls (GCC)1. GCC audits are an essential part of our audits 
of local government entities’ financial statements and are a requirement of the Australian 
auditing standards2. Our GCC audits determine if entities’ information technology and related 
internal controls effectively support the integrity, availability and confidentiality of the 
information and systems used to prepare the financial statements.  

The entities vary in the nature and complexity of the information technology they use to 
process and maintain their financial information. However, the ever-changing internal and 
external threat environment exposes all entities to the risk of compromise. Appropriate 
controls help entities to protect their information and systems.   

In 2022-23, we reported GCC findings to 763 entities, compared to 53 entities last year4. 
Eleven of these entities were provided with capability maturity assessments. These 
assessments look at how well-developed and capable entities’ established IT controls are. 
This report summarises the results of our GCC findings and capability maturity assessments.  

Our GCC audits incorporate recognised industry better practices and consider various 
factors, such as: 

 business objectives of the entity 

 level of entity reliance on IT  

 technological sophistication of entity computer systems  

 significance of information managed by the entity. 

Figure 1 shows the 10 categories covered in our GCC audits.  

 
1 Our 2018-19 GCC and capability maturity assessments were done to inform our approach to assessing the sector’s capability. 
2018-19 results are not comparable to subsequent years and are therefore not shown.  

2 Auditing and Assurance Standards Board, Auditing Standard ASA 315 Identifying and Assessing the Risks of Material 
Misstatement, AUASB, February 2020.   

3 Entities issued with GCC findings at 29 March 2024. Opinions of 10 local governments are not yet issued and their results are 
not included in this report. The entities are a mix of regional and metropolitan local governments. 

4 The number of entities issued GCC findings increased as auditing standards now require more consideration of IT and cyber 
security controls. 
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Source: OAG 
Figure 1: General computer controls categories 

Conclusion 
In 2022-23, we reported 473 control weaknesses to 76 entities, compared to 324 
weaknesses to 53 entities last year. The majority of these weaknesses were in categories 
that increase information and cyber security risks. Entities need to address these to protect 
their information and systems from security breaches. 

While a number of entities addressed some prior year audit findings, most of the significant 
control weaknesses were not addressed. Entities should address these weaknesses as a 
priority and implement compensating5 controls while progressing long term plans, such as 
migration to new platforms. Unresolved weaknesses can seriously impact the overall integrity 
of entities’ IT environments and operations. 

Our capability maturity assessments at 11 entities show improvement since our first 
assessments in 2019-20, with more controls meeting the benchmark. The biggest 
improvements have been in the categories of risk and change management, but significant 
improvement is still needed in all other categories. 

This year’s assessments showed some improvement in one of the five categories related to 
information and cyber security (network security) but only three entities met the benchmark. 
Categories of highest concern were access management, endpoint security and human 
resource security with no entities meeting the benchmark.  

There was no material change in four categories (information security framework, IT 
operations, change management and IT risk management) while business continuity and 
physical security declined slightly. 

 
5 Stop gap measures to address vulnerabilities where primary controls cannot be implemented due to limitations. 
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What we found: General computer controls  
We reported 473 control weaknesses to 76 entities; 58 weaknesses were rated significant, 
328 moderate and 87 minor. The increase in the number of entities issued GCC findings 
reflects changes in auditing standards6 that require higher consideration of IT and cyber 
security controls.  

There was a 3% increase in the number of significant findings compared to last year (Figure 
2), which is mainly due to more entities issued findings this year. Although the majority of 
control weaknesses were rated moderate, these weaknesses combined significantly increase 
an entity’s overall exposure to cyber threats.  

Case studies throughout this report highlight the importance of good controls. 

 

 
Source: OAG  

Figure 2: Ratings and distribution of GCC findings in each control category   
   
 

 
6 Auditing and Assurance Standards Board, The Consideration of Cyber Security Risks in an Audit of Financial Report, AUASB, 
May 2021 and Auditing and Assurance Standards Board, Auditing Standard ASA 315 Identifying and Assessing the Risks of 
Material Misstatement, AUASB, February 2020. 
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What we found: Capability assessments  
We performed capability maturity assessments at 11 entities compared with 12 last year. 
This involved assessing the capability maturity level across the 10 GCC categories using a 0-
5 rating scale7 (Figure 3). To meet the benchmark, entities need to achieve a level 3 
(Defined) rating or better. 

 
Source: OAG 

Figure 3: Capability maturity rating scale and criteria 
 

 

 

 

 

 

  

 
7 The information within this maturity model assessment is derived from the criteria defined within the framework Control Objectives 
for Information Technologies 2019, released in 2018 by ISACA (an international professional association focused on IT 
governance).  
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Figure 4 shows the results of our capability maturity assessments.   

 

  
Source: OAG 

Figure 4: Capability maturity assessment results  
 

While there were improvements in network security this year, most entities were still not 
meeting the benchmark in the five information and cyber security categories (Figure 5). 
Entities must plan and implement fit-for-purpose controls to protect their operations and 
information from internal and external threats.  
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Source: OAG
Figure 5: Percentage of entities that met/did not meet the benchmark in the five information 
and cyber security categories

Entities continue to adopt digital technologies to improve engagement with their communities 
and deliver efficiencies in their service delivery. While there are many benefits to these digital 
technologies, there remains the ever-present and evolving nature of cyber security threats. 
Effective cyber security controls help entities manage risks, protect sensitive information and 
deliver services securely. 

Entities are encouraged to implement the Australian Cyber Security Centre’s mitigation 
strategies designed to protect against common cyber threats with a key focus on Essential 
Eight controls.

1. Access management
None of the 11 entities met the benchmark 
compared with one of 12 last year. This 
control category also had the highest 
number of significant GCC findings this 
year, mainly due to inappropriate or 
excessive administrative privileges within
the finance systems. Poor access 
management controls increase the risk of 
security incidents, financial loss and 
reputational damage.

We assessed whether entities use the 
principle of least privilege to manage 
access, have strong authentication 
methods, monitor access and changes to 
data, and ensure key transactions cannot 
be performed end to end by the same 
individual (Figure 7). Source: OAG

Figure 6: Percentage of entities that met/did 
not meet the benchmark 

8

92 100

2022 2023
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We have published a better practice 
guide8 to help entities improve access 
management and protect information 
assets from unauthorised access. We 
encourage all public sector entities to 
adopt the principles in the guide. 

 

Source: OAG 
Figure 7: Key access management controls  
 
Common weaknesses included: 

 Administrator privileges were not well managed – excessive numbers of individuals 
were given administrator privileges. Administrators did not have separate non-
privileged accounts for day-to-day tasks and administrator activity was not logged and 
monitored. Highly privileged accounts must be well managed as they can change 
system configurations, access rights and data. 

 Access and activity were not logged and monitored – application, database and 
network access and activity were not appropriately logged or monitored to detect 
malicious activity. Entities should use fit-for-purpose tools to correlate and monitor 
activity from different systems (e.g. network, applications and databases). 

 Multi-factor authentication (MFA) was not used or not applied to all accounts – a 
lack of MFA can increase the likelihood of unauthorised access. 

 Access was not reviewed – entities did not review accounts to ensure they are 
required and have least privileges assigned to perform their function. Without a review 
of accounts (application, network, database, remote access, generic, system and 
administrator) there is an increased risk of unauthorised access. 

 Access was not appropriately approved – access to key systems should be 
appropriately approved to prevent inappropriate access being granted. 

The following case studies illustrate a range of control weaknesses in access management. 

  

 
8 Office of the Auditor General, Digital Identity and Access Management – Better Practice Guide, OAG, Perth, 28 March 2024. 

 

 

User account 
management  

 

Limit admin 
access  

 

Database 
access 

 

Strong 
passwords/ 
passphrases 

 
 

Monitoring  
 

Segregation of 
duties 

 

Multi-factor 
authentication        

(Appendix AAR: 11.1E)

145



14 | Western Australian Auditor General

Case study 1: Poor access controls increased the risk of fraud
At one entity, we found receipts had been deleted prior to end-of-day batch processing
from the finance system. Poor access controls meant receipts could be deleted by any 
user without a trace to identify who deleted them. This could compromise the integrity of 
data and increases the likelihood of fraud.

Case study 2: Excessive superuser access
An entity had granted superuser access to almost all (24 out of 25) of its finance system
users. This level of access allows users to inadvertently or maliciously change system 
configurations and potentially bypass system enforced expenditure authorisation and fraud 
prevention controls. This type of weakness increases the importance of manual controls as 
a last line of defence against error and fraud. 

Case study 3: Excessive number of domain administrators
An entity granted the highest level of access rights (domain administrator) to 45 accounts, 
40 of which also had database administrator rights to the finance and payroll system. 
Compromise of one account would give an attacker full access to the entity’s systems. 
There is also a risk that unauthorised or unintentional changes of IT systems will occur.

Case study 4: Lack of MFA 
An entity is more vulnerable to being compromised through password guessing and
phishing attacks, as it does not use MFA and uses single-sign-on for access to its network 
and finance application. This means a threat actor would gain access to all systems if the 
entity is compromised. While staff security awareness training can help reduce some risks, 
entities should prioritise MFA.  

2. Endpoint security
None of the 11 entities met the benchmark, 
compared with one of 12 last year. 

Entities need to implement fit-for-purpose 
controls to protect endpoints (computers, 
servers, phones and network devices) from 
known threats (Figure 9). 

Source: OAG
Figure 8: Percentage of entities that met/did 
not meet the benchmark 
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Patch 
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Vulnerability 
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Database 
management

Source: OAG
Figure 9: Key endpoint security controls  

Common weaknesses included: 

Unauthorised applications are not prevented – malicious applications could 
successfully compromise entities’ systems and information.

Vulnerability management was ineffective – systems that are not regularly scanned 
and patched to fix known vulnerabilities are more susceptible to compromise.

Unsupported systems – key business systems and operating system software were 
no longer supported by vendors and were therefore not receiving updates designed to 
fix known vulnerabilities. 

The following case study illustrates a common weakness in endpoint security. 

Case study 5: Ineffective application control
An entity only allowed applications and scripts to run from trusted locations. However, all 
staff could add applications and scripts to these locations to execute them. There is a 
higher likelihood of malware infections and compromise if unapproved applications are not 
blocked.  

3. Human resource security  
Similar to last year, none of the 11 entities 
met the benchmark in this category. 
Human resource security ensures
employees, contractors and third-party 
vendors understand their responsibility to 
protect information during and after 
engagement. 

Fit-for-purpose screening, onboarding and 
offboarding procedures, and cyber 
security education are key controls in this 
category (Figure 11). 

  

Source: OAG
Figure 10: Percentage of entities that did not 
meet the benchmark 

100 100

2022 2023
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Figure 11: Key human resource security controls  
 

Common weaknesses included: 

 Inadequate background screening – without fit-for-purpose background screening 
processes, entities may engage unsuitable individuals (staff or contractors) to positions 
of trust, increasing insider threat risks.  

 Lack of security awareness training – regular cyber security education creates a 
culture of awareness that helps prevent social engineering attacks such as phishing 
and business email compromise.  

 Exit procedures were not completed – not completing exit procedures can contribute 
to unauthorised access to entities’ premises, systems and information. This may also 
increase post-employment integrity risks such as the use or disclosure of confidential 
information. 

The following case study illustrates weaknesses in human resource security. 

Case study 6: Staff and contractors were not aware of their information security 
responsibilities  
An audited entity did not require its staff and contractors to understand and acknowledge 
acceptable use of IT resources. Contractors were also not required to sign any 
confidentiality agreements. There is a higher likelihood that individuals may not understand 
their information security obligations resulting in data breaches. 
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4. Network security
There was an improvement this year with 
three of the 11 entities meeting the 
benchmark, compared to none last year.
The three entities improved their controls to 
manage and secure network infrastructure, 
segregated their network and had good 
monitoring. 

Key controls to prevent and limit the extent 
of cyber attacks include securely 
configured network devices, network 
segregation, control over unauthorised 
connections and regular penetration testing 
to check that controls are operating as 
expected (Figure 13).

Source: OAG
Figure 12: Percentage of entities that met/did 
not meet the benchmark 
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Secure device
administration 

Source: OAG
Figure 13: Key network security controls

Common weaknesses included:

A lack of controls to block unauthorised devices on the physical network –
unauthorised devices can spread malware or be used to eavesdrop on communications 
or access sensitive information.

Firewall configurations were not reviewed – reviews help to identify and promptly 
correct exploitable configuration weaknesses. Firewalls are important security systems 
that control and protect networks against cyber intrusions.

Networks were not segregated – segregation controls to prevent lateral movement 
between network segments have not been implemented. Without proper network 
segregation a cyber breach would be difficult to contain.

The following case study illustrates a common weakness in network security.

27

100
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Case study 7: Publicly accessible network port allowed access
An entity did not prevent unauthorised devices from connecting to its physical network and 
had not segregated its network. We were able to connect a device to the entity’s network, 
view all IT systems and infrastructure and access database, storage and CCTV servers. 
This entity is at high risk of compromise as unauthorised devices could be used to attack 
its systems or spread malware. 

5. Information security framework
Three of the 11 entities met the benchmark
compared with three of 12 last year. A 
structured approach ensures IT and security 
initiatives align with business objectives to
protect systems and information against
emerging threats. 

We assessed whether entities had fit-for-
purpose information and cyber security 
policies to govern and mitigate against current 
and emerging security risks (Figure 15). 

Source: OAG
Figure 14: Percentage of entities that met/did 
not meet the benchmark 
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Source: OAG
Figure 15: Key information security framework controls  

Common weaknesses included: 

Information and cyber security policies did not exist or were outdated – without 
fit-for-purpose policies, entities’ information security objectives are less likely to be 
achieved.

Lack of IT strategy – an IT strategy is crucial for informing decisions about technology 
and cyber security investments and implementation. The strategy should align 
technology and cyber security initiatives with business objectives. 
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Data loss prevention controls were missing or inadequate – the inadvertent or 
malicious leakage of information may go undetected and lead to reputational damage.

The following case study illustrates a common information security framework weakness. 

Case study 8: Assurance over cloud based services
An entity did not have a mechanism to know if its vendor’s cloud security controls 
protected its information and systems. When key services are delivered through cloud 
systems, the cloud vendor must provide important security controls to protect the 
information and systems. Entities need adequate assurance and visibility that the vendor’s
controls operate effectively to deliver services in a secure manner. 

Independent assurance reports such as a service organisation controls report (SOC2) 
provide insights into vendor management of cloud infrastructure and systems.

6. Business continuity 
We saw a minor decline this year. Only two of the 11 entities met the benchmark in this 
category, compared with three out of 12 last year. Entities should have fit-for-purpose plans
and procedures to guide their response to disruptive events (Figure 17). These should be
based on a business impact assessment and agreed recovery objectives. 

Source: OAG
Figure 16: Percentage of entities that met/did not meet the benchmark 
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Figure 17: Key business continuity controls 
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Common weaknesses included:

Missing or outdated continuity plans – delivery of services to the community may 
experience prolonged outages if adequate continuity plans do not exist. 

Plans were not tested – continuity plans must be regularly tested to confirm they can 
meet recovery expectations.

Lack of backup restoration testing – entities should regularly restore their backups to 
ensure complete systems can be recovered to a common point. Business-as-usual 
recovery of files is not sufficient.

7. IT operations
There was no material change in IT operations this year with five of the 11 entities meeting
the benchmark. We assessed if the entities had fit-for-purpose service desk processes and
appropriately managed IT vendors and IT assets (Figure 19).

Source: OAG
Figure 18: Percentage of entities that met/did not meet the benchmark

Source: OAG
Figure 19: Key IT operations controls 

Common weaknesses included:

IT asset registers were poorly maintained and stocktakes not performed –
inadequate management of IT assets can result in loss or theft, leading to financial loss 
and reputational damage.
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Service level agreements were not in place or monitored – a lack of or poorly 
monitored service level agreements could result in substandard services. 

The following case study illustrates a common weakness in IT operations. 

Case study 9: Supply chain risks
An entity’s service agreement did not include information and cyber security requirements 
for the vendor to comply. Security expectations should be clearly documented in third-party 
agreements to reduce supply chain risk. Vendors may not adequately protect entity 
information and systems if requirements are not clearly documented in the service 
agreement. Threat actors will often target vendors to indirectly compromise entities, 
highlighting the importance of vendors’ sound security practices. 

8. Physical security  
Physical security declined this year with only six of the 11 entities meeting the benchmark in 
this category, compared with eight of the 12 last year. The decline was due to a deterioration 
in server room access controls. We assessed if entities had controls to protect IT 
infrastructure from unauthorised access, deliberate damage and environmental hazards such 
as heat, fire and humidity (Figure 21). 

Source: OAG
Figure 20: Percentage of entities that met/did not meet the benchmark  
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Figure 21: Key physical security controls 

Common weaknesses included: 

Access to equipment enclosures/rooms was not controlled – access to equipment 
enclosures should be authorised, recorded and reviewed to reduce malicious or 
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unintentional damage to IT equipment. Additional controls may include access alarms 
or CCTV.

Dedicated server rooms were not well maintained – server rooms need to be clear 
of unwanted material and cabled tidily to reduce the likelihood of damage to 
infrastructure.

9. Change management
There was no material change this year. Seven of the 11 entities met the benchmark, 
compared with eight of the 12 last year. Well managed change control processes reduce the 
likelihood of disruptions (Figure 23). 

Source: OAG
Figure 22: Percentage of entities that met/did not meet the benchmark  
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Figure 23: Change management controls 

A common weakness was: 

Change management processes were not documented or not followed – this 
increases the chance of errors or delays when implementing changes and the 
likelihood of disruptions and outages. 

The following case study illustrates a common weakness in change management. 

Case study 10: Changes were not appropriately assessed
At one entity, we found staff could approve their own change request. In some instances, 
the changes were poorly documented and lacked an impact and risk assessment. These 

18

50
67 64

82

50
33 36

2020 2021 2022 2023

(Appendix AAR: 11.1E)

154



Local Government 2022 23 | 23

weaknesses increase the likelihood that changes will adversely impact the entity’s 
operations.

10. Risk management 
There was no material change this year. Eight of the 11 entities met the benchmark, 
compared with eight of the 12 last year. A fit-for-purpose risk management process helps 
entities prioritise information and cyber security risks. 

Source: OAG
Figure 24: Percentage of entities that met/did not meet the benchmark  

We reviewed risk management policies and processes and if they considered key cyber 
risks, threats and vulnerabilities (Figure 25). 
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Source: OAG
Figure 25: Risk management controls  

Common weaknesses included: 

IT risk registers not in place or not maintained – IT risks may not be effectively 
managed without adequate documentation.

IT risks not reviewed – timely review of risks is important to ensure mitigation 
strategies are cost efficient and operate effectively.
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Recommendations  
1. Access management 

To ensure only authorised individuals have access, entities should: 

a. implement effective access management processes  

b. regularly review active user accounts 

c. enforce strong passphrases/passwords and phishing-resistant multi-factor 
authentication  

d. limit and control administrator privileges 

e. implement automated access monitoring processes to detect malicious activity. 

2. Endpoint security 

Entities should: 

a. implement effective controls against malware 

b. promptly identify and address known vulnerabilities  

c. control installation of software on workstations, servers and mobile devices 

d. prevent unapproved applications and macros from executing 

e. enforce minimum baseline controls for personal or third-party devices connecting 
to their systems 

f. implement controls to prevent impersonations and detect/prevent phishing emails 

g. review and harden server and workstation configurations. 

3. Human resources security 

Entities should ensure that: 

a. pre-employment screening is conducted for key positions 

b. confidentiality/non-disclosure requirements are in place and understood by 
individuals 

c. termination procedures are in place and followed to ensure timely access 
cancellation and return of assets 

d. ongoing security awareness training programs are in place and completed by all 
staff. 

4. Network security 

Entities should: 

a. implement secure administration processes for network devices 

b. regularly review their network security controls through penetration tests 

c. segregate their network 

d. prevent unauthorised devices from connecting to their network 
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e. adequately secure wireless networks. 

5. Information security framework 

Entities should: 

a. maintain clear information and cyber security policies and governance structures 
to oversee and direct IT operations and cyber security 

b. conduct regular assessments or gain comfort through assurance reports  

c. obtain and review service organisation controls (SOC2) report or equivalent when 
they use software-as-a-service (SaaS) application for key systems including 
payroll and finance 

d. classify information and implement data loss prevention controls.  

6. Business continuity 

Entities should maintain up-to-date business continuity, disaster recovery and incident 
response plans and regularly test them. 

7. IT operations 

Entities should: 

a. implement appropriate IT incident management processes 

b. regularly monitor supplier performance  

c. perform regular reviews of inventory assets 

d. have formal service level agreements with suppliers. 

8. Physical security 

Entities should: 

a. implement effective physical access controls to prevent unauthorised access 

b. maintain environmental controls to prevent damage to IT infrastructure arising 
from heat, moisture, fire and other hazards 

c. gain assurance that third-party providers manage their data centres appropriately. 

9. Change management 

Entities should: 

a. consistently apply change control processes when making changes to their IT 
systems 

b. assess and test changes before implementation to minimise errors 

c. maintain change control documentation 

d. implement controls to detect unauthorised changes. 

10. Risk management 

Entities should: 

a. understand their information assets and apply controls based on their value 
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b. ensure IT, information and cyber security risks are identified, assessed and 
treated within appropriate timeframes  

c. provide executive oversight and remain vigilant against the risks of internal and 
external threats. 

In accordance with section 7.12A of the Local Government Act 1995, local government 
entities should prepare a report on any matters identified as significant in the local 
government’s audit report9. The report should be given to the Minister for Local 
Government within three months of the local government receiving the audit report and 
published on the local government’s website.  

 
9 An audit report includes the independent auditor’s opinion and the auditor’s management report (interim and final management 
letters) as described in regulation 10 of Local Government (Audit) Regulations 1996. Further information on what is an audit 
report is available on our website (https://audit.wa.gov.au/resources/local-government/faqs/#faq-21828). 
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Auditor General’s 2023-24 reports 
 

Number Title Date tabled 

16 Local Government 2022-23 – Information Systems Audit 
Results 27 May 2024 

15 State Government Advertising 15 May 2024 

14 State Government 2022-23 – Information Systems Audit 12 April 2024 

13 
Provision of Supplementary Information to the Standing 
Committee on Estimates and Financial Operations – 
Opinions on Ministerial Notifications  

5 April 2024 

12 Digital Identity and Access Management – Better Practice 
Guide  28 March 2024 

11 Funding for Community Sport and Recreation 21 March 2024 

10 State Government 2022-23 – Financial Audit Results   20 December 2023 

9 Implementation of the Essential Eight Cyber Security 
Controls 6 December 2023 

8 Electricity Generation and Retail Corporation (Synergy) 8 November 2023 

7 Management of the Road Trauma Trust Account 17 October 2023 

6 2023 Transparency Report: Major Projects 2 October 2023 

5 Triple Zero  22 September 2023 

4 Staff Exit Controls for Government Trading Enterprises 13 September 2023 

3 Local Government 2021-22 – Financial Audit Results  23 August 2023 

2 Electricity Generation and Retail Corporation (Synergy) 9 August 2023 

1 Requisitioning of COVID-19 Hotels 9 August 2023 
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Risk Management 
6 Monthly Dashboard Report 
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1 

Risk Management Dashboard Report 

Provided in the table below is an up to date ‘Dashboard Report’ of the current actions that have been identified by management.  These actions are assigned to responsible officers as a task 
and are regularly monitored by the Corporate Excellence and Compliance Officer. 

SHIRE OF DARDANUP 
Risk Dashboard 

  
 

 
 

 
 

   
 

Asset Sustainability 

Risk Rating  Risk Evaluation 

Employment Practices 

Risk Rating  Risk Evaluation 

Inherent Risk Extreme Control effectiveness Adequate Inherent Risk High Control 
effectiveness Effective 

Residual Risk Moderate Risk Acceptance Monitor Residual Risk Moderate Risk Acceptance Monitor 

Risk Responsibility Manager Operations Risk Responsibility Manager HR 

Failure or reduction in service of infrastructure assets, plant, equipment, or machinery.  Failure to effectively manage human resources (full-time, part-time, casuals, temporary and volunteers).  

Current Treatment Plan (Action) Due Date Responsibility Current Treatment Plan (Action) Due Date Responsibility 

Develop Maintenance Plans Jun-24 Manager Operations Review Competency Framework (Staff Training) Jun-25 HR Coordinator 

Asset Management Implementation Program – program 
for delivery of Asset Management documentation Jun-27 Manager Assets 

Review the database for property information of leased 
facilities Dec-24 Manager Governance 

Asset Sustainability
Employment Practices

Business and Community
Disruption

Compliance

Document Management
Processes

Community Engagement

Environment

Errors, Omissions and Delays
External Theft and Fraud

Management of facilities,
venues, events and services

IT, communications systems and
infrastructure

Misconduct

Project Management

Work Health & Safety (WHS)

Purchasing and Supply

Change Management

Inherent Risk Residual Risk

(Appendix AAR: 11.2A)

162



2 
 

SHIRE OF DARDANUP 
Risk Dashboard 

Business and Community Disruption 

Risk Rating   Risk Evaluation 
 

Compliance 

Risk Rating Risk Evaluation 

Inherent Risk High Control effectiveness Adequate 
 

Inherent Risk High Control 
effectiveness Effective 

Residual Risk Moderate Risk Acceptance Monitor 
 

Residual Risk Low Risk Acceptance Accept 

Risk Responsibility Manager Information Services 
 

Risk Responsibility Manager Financial Services 

Failure to adequately prepare and respond to events that cause disruption to the local community and / or normal 
business activities.   

 Failure to correctly identify, interpret, assess, respond, and communicate laws and regulations as a 
result of an inadequate compliance framework.  

Current Treatment Plan (Action) Due Date Responsibility 
 

Current Treatment Plan (Action) Due Date Responsibility 

IT Disaster Recovery Plan - review required of specific 
recovery items and scenarios to fully test the effectiveness 
of the Plan 

Jun-24 Cyber Security Administrator  UV/GRV Property Use Review/Rates Health Check 
Review Jun-25 Manager Financial Services 

Draft IT Disaster Recovery run sheets Jun-24 Cyber Security Administrator / IT Team 
Leader 

 
Create a documented process for change in 
property use (ie Development Application) and 
how this can be communicated from Town 
Planning to the Rates Department 

Jul-24 Manager Financial Services 

Training of replacement Recovery Co-ordinators Jun-24 Coordinator – Health, Emergency & 
Ranger Services 

       

Training of Fire Wardens and Update of Emergency 
Structure in new Shire of Dardanup Library, Administration 
and Community Building 

Jun-24 WHS Officer     

               

Document Management Processes 

Risk Rating   Risk Evaluation  

Community Engagement 

Risk Rating Risk Evaluation 

Inherent Risk High Control effectiveness Adequate 
 

Inherent Risk High Control 
effectiveness Adequate 

Residual Risk Moderate Risk Acceptance Monitor 
 

Residual Risk Moderate Risk Acceptance Monitor 

Risk Responsibility Manager Information Services 
 

Risk Responsibility Manager Community Development 

Failure to adequately capture, store, archive, retrieve, provide, or dispose of documentation.  Failure to maintain effective working relationships with the Community (including local Media), 
Stakeholders, Key Private Sector Companies, Government Agencies and Elected Members.   

Current Treatment Plan (Action) Due Date Responsibility 
 

Current Treatment Plan (Action) Due Date Responsibility 

Completion of Retroscan Project to improve physical 
security of documents Jun-25 Manager Information Services  Customer Service Charter Review Nov-24 Manager HR 

TARDIS refresher training Dec-24 Manager Information Services        
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3 
 

SHIRE OF DARDANUP 
Risk Dashboard 

Environment 

Risk Rating   Risk Evaluation 
 

Errors, Omissions and 
Delays 

Risk Rating   Risk Evaluation 

Inherent Risk Extreme Control effectiveness Adequate 
 

Inherent Risk High Control 
effectiveness Effective 

Residual Risk Moderate Risk Acceptance Monitor 
 

Residual Risk Moderate Risk Acceptance Monitor 

Risk Responsibility Manager Operations 
 

Risk Responsibility Manager HR 

Inadequate prevention, identification, enforcement, and management of environmental issues.   
Errors, omissions, or delays in operational activities as a result of unintentional errors or failure to follow 
due process including incomplete, inadequate or inaccuracies in advisory activities to customers or 
internal staff. 

Current Treatment Plan (Action) Due Date Responsibility 
 

Current Treatment Plan (Action) Due Date Responsibility 

 Nil       Nil     
               

External Theft and Fraud 

Risk Rating   Risk Evaluation 
 

Management of facilities, 
venues, events, and services 

Risk Rating   Risk Evaluation 

Inherent Risk Extreme Control effectiveness Effective 
 

Inherent Risk High Control 
effectiveness Effective 

Residual Risk Moderate Risk Acceptance Monitor 
 

Residual Risk Moderate Risk Acceptance Monitor 

Risk Responsibility Manager Financial Services 
 

Risk Responsibility Manager Community Development 

Loss of funds, assets, data, or unauthorised access, (whether attempted or successful) by external parties, through 
any means (including electronic), for the purposes of fraud, malicious damage, or theft. 

 Failure to effectively manage the day-to-day operations of facilities, venues, and events. 

Current Treatment Plan (Action) Due Date Responsibility 
 

Current Treatment Plan (Action) Due Date Responsibility 

 Nil      Nil   

             

Misconduct 

Risk Rating   Risk Evaluation 
 

Project Management 

Risk Rating   Risk Evaluation 

Inherent Risk High Control effectiveness Effective 
 

Inherent Risk High Control 
effectiveness Adequate 

Residual Risk Moderate Risk Acceptance Monitor 
 

Residual Risk Moderate Risk Acceptance Monitor 

Risk Responsibility Manager Financial Services  Risk Responsibility Manager Operations 

Intentional activities in excess of authority granted to an employee, which circumvent endorsed policies, 
procedures, or delegated authority 

 Inadequate analysis, design, delivery, and reporting of projects. 
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4 
 

SHIRE OF DARDANUP 
Risk Dashboard 

Current Treatment Plan (Action) Due Date Responsibility 
 

Current Treatment Plan (Action) Due Date Responsibility 

Review of Debit Card Process and Policy Jun-24 Manager Financial Services  
Standardise a formal structure for all projects from 
conception to completion (Project Management 
Framework) 

Jun-24 Director Infrastructure Services 

             

IT, communications systems, and 
infrastructure 

Risk Rating   Risk Evaluation  

Purchasing and Supply 

Risk Rating   Risk Evaluation 

Inherent Risk High Control effectiveness Adequate 
 

Inherent Risk Extreme Control 
effectiveness Adequate 

Residual Risk Moderate Risk Acceptance Accept 
 

Residual Risk Moderate Risk Acceptance Monitor 

Risk Responsibility Manager Information Services 

 

Risk Responsibility Manager Operations 

Instability, degradation of performance, or other failure of IT or communication system or infrastructure causing 
the inability to continue business activities and provide services to the community.  

 Inadequate management of external Suppliers, Contractors, IT Vendors or Consultants engaged for 
operations.  

Current Treatment Plan (Action) Due Date Responsibility 
 

Current Treatment Plan (Action) Due Date Responsibility 

Develop IT/IS Service Management Dec-24  IT Team Leader/MIS/BS/IDS  
Examine appropriate framework (inclusive of 
resourcing and reporting) for contract 
management 

Dec-24 DCEO 

    Implement a Staff Training and/or Awareness 
Program regarding Contractor Insurance/Induction Dec-24 WHS Officer/Manager HR 

             

Work Health & Safety (WHS) 

Risk Rating   Risk Evaluation  

Change Management 

Risk Rating   Risk Evaluation 

Inherent Risk Extreme Control effectiveness Adequate 
 

Inherent Risk High Control 
effectiveness Adequate 

Residual Risk Moderate Risk Acceptance Monitor 
 

Residual Risk Moderate Risk Acceptance Monitor 

Risk Responsibility Manager HR  Risk Responsibility Manager HR 

Non-compliance with the Workplace Health & Safety Act, associated Regulations, and standards.   
It is also the inability to ensure the physical security requirements of staff, contractors, and visitors. 

 

Inadequate understanding of change management. This includes the inability to prepare, support, and 
help individuals and teams in making organisational change. 

Current Treatment Plan (Action) Due Date Responsibility 
 

Current Treatment Plan (Action) Due Date Responsibility 

    

Review required to assess what processes are 
currently in place to manage change in the 
organisation. This will assist with developing a 
Change Management Framework and to what 
extent this can be resourced (or alternatively 
requires resourcing). 

Jun-25 Manager HR 
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RISK ASSESSMENT TOOL
OVERALL RISK EVENT: Biannual Risk Management Dashboard Report 

RISK THEME PROFILE: 

3 - Failure to Fulfil Compliance Requirements (Statutory, Regulatory) 

RISK ASSESSMENT CONTEXT: Strategic 

CONSEQUENCE 
CATEGORY RISK EVENT 

PRIOR TO TREATMENT OR CONTROL RISK ACTION PLAN 
(Treatment or controls proposed) 

AFTER TREATEMENT OR CONTROL 

CONSEQUENCE LIKELIHOOD INHERENT 
RISK RATING CONSEQUENCE LIKELIHOOD RESIDUAL 

RISK RATING 

HEALTH No risk event identified 
for this category. 

Not Required - 
No Risk 

Identified 
N/A N/A Not required. Not required. Not 

required. 
Not 

required. 

FINANCIAL 
IMPACT 

No risk event identified 
for this category. 

Not Required - 
No Risk 

Identified 
N/A N/A Not required. Not required. Not 

required. 
Not 

required. 

SERVICE 
INTERRUPTION 

No risk event identified 
for this category. 

Not Required - 
No Risk 

Identified 
N/A N/A Not required. Not required. Not 

required. 
Not 

required. 

LEGAL AND 
COMPLIANCE 

Failure to fulfil 
compliance obligations 
pursuant to the Local 
Government (Audit) 
Regulations 1996, 
Regulation 17.  

Moderate (3) Rare (1) Low (1 - 4) Not required. Not required. Not 
required. 

Not 
required. 

REPUTATIONAL 

Council’s reputation 
could be seen in a 
negative light for not 
adhering to its 
requirement to fulfil 
duties and functions that 
are prescribed in 
legislation. 

Moderate (3) Rare (1) Low (1 - 4) Not required. Not required. Not 
required. 

Not 
required. 

ENVIRONMENT No risk event identified 
for this category. 

Not Required - 
No Risk 

Identified 
N/A N/A Not required. Not required. Not 

required. 
Not 

required. 

PROPERTY No risk event identified 
for this category. 

Not Required - 
No Risk 

Identified 
N/A N/A Not required. Not required. Not 

required. 
Not 

required. 
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RISK ASSESSMENT TOOL
OVERALL RISK EVENT: Update Report – 2023/2024 Regulation 17 Review 

RISK THEME PROFILE: 

3 - Failure to Fulfil Compliance Requirements (Statutory, Regulatory) 

RISK ASSESSMENT CONTEXT: Strategic 

CONSEQUENCE 
CATEGORY RISK EVENT 

PRIOR TO TREATMENT OR CONTROL RISK ACTION PLAN 
(Treatment or controls proposed) 

AFTER TREATEMENT OR CONTROL 

CONSEQUENCE LIKELIHOOD INHERENT 
RISK RATING CONSEQUENCE LIKELIHOOD RESIDUAL 

RISK RATING 

HEALTH No risk event identified 
for this category. 

Not Required - 
No Risk 

Identified 
N/A N/A Not required. Not required. Not 

required. 
Not 

required. 

FINANCIAL 
IMPACT 

No risk event identified 
for this category. 

Not Required - 
No Risk 

Identified 
N/A N/A Not required. Not required. Not 

required. 
Not 

required. 

SERVICE 
INTERRUPTION 

No risk event identified 
for this category. 

Not Required - 
No Risk 

Identified 
N/A N/A Not required. Not required. Not 

required. 
Not 

required. 

LEGAL AND 
COMPLIANCE 

Failure to fulfil 
obligations pursuant to 
the Local Government 
(Audit) Regulations 1996, 
Regulation 17. 

Moderate (3) Rare (1) Low (1 - 4) Not required. Not required. Not 
required. 

Not 
required. 

REPUTATIONAL 

Council’s reputation 
could be seen in a 
negative light for not 
adhering to its 
requirement to fulfil 
duties and functions that 
are prescribed in 
legislation. 

Moderate (3) Rare (1) Low (1 - 4) Not required. Not required. Not 
required. 

Not 
required. 

ENVIRONMENT No risk event identified 
for this category. 

Not Required - 
No Risk 

Identified 
N/A N/A Not required. Not required. Not 

required. 
Not 

required. 

PROPERTY No risk event identified 
for this category. 

Not Required - 
No Risk 

Identified 
N/A N/A Not required. Not required. Not 

required. 
Not 

required. 
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RISK ASSESSMENT TOOL
OVERALL RISK EVENT: Audit Entrance Meeting 
RISK THEME PROFILE: 

3 - Failure to Fulfil Compliance Requirements (Statutory, Regulatory) 

RISK ASSESSMENT CONTEXT: Operational 

CONSEQUENCE 
CATEGORY RISK EVENT 

PRIOR TO TREATMENT OR CONTROL RISK ACTION PLAN 
(Treatment or controls proposed) 

AFTER TREATEMENT OR CONTROL 

CONSEQUENCE LIKELIHOOD INHERENT 
RISK RATING CONSEQUENCE LIKELIHOOD RESIDUAL 

RISK RATING 

HEALTH No risk event identified 
for this category. 

Not Required - 
No Risk 

Identified 
N/A N/A Not required. Not required. Not 

required. 
Not 

required. 

FINANCIAL 
IMPACT 

No risk event identified 
for this category. 

Not Required - 
No Risk 

Identified 
N/A N/A Not required. Not required. Not 

required. 
Not 

required. 

SERVICE 
INTERRUPTION 

No risk event identified 
for this category. 

Not Required - 
No Risk 

Identified 
N/A N/A Not required. Not required. Not 

required. 
Not 

required. 

LEGAL AND 
COMPLIANCE 

Risk that Council is non-
compliant in providing 
information as 
requested by the Office 
of the Auditor General, 
as detailed in the 
Responsibilities of the 
Audit. 

Minor (2) Rare (1) Low (1 - 4) Not required. Not required. Not 
required. 

Not 
required. 

REPUTATIONAL No risk event identified 
for this category. 

Not Required - 
No Risk 

Identified 
N/A N/A Not required. Not required. Not 

required. 
Not 

required. 

ENVIRONMENT No risk event identified 
for this category. 

Not Required - 
No Risk 

Identified 
N/A N/A Not required. Not required. Not 

required. 
Not 

required. 

PROPERTY No risk event identified 
for this category. 

Not Required - 
No Risk 

Identified 
N/A N/A Not required. Not required. Not 

required. 
Not 

required. 
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RISK ASSESSMENT TOOL
OVERALL RISK EVENT: Interim Audit Update 
RISK THEME PROFILE: 

3 - Failure to Fulfil Compliance Requirements (Statutory, Regulatory) 

RISK ASSESSMENT CONTEXT: Operational 

CONSEQUENCE 
CATEGORY RISK EVENT 

PRIOR TO TREATMENT OR CONTROL RISK ACTION PLAN 
(Treatment or controls proposed) 

AFTER TREATEMENT OR CONTROL 

CONSEQUENCE LIKELIHOOD INHERENT 
RISK RATING CONSEQUENCE LIKELIHOOD RESIDUAL 

RISK RATING 

HEALTH No risk event identified 
for this category. 

Not Required - 
No Risk 

Identified 
N/A N/A Not required. Not required. Not 

required. 
Not 

required. 

FINANCIAL 
IMPACT 

No risk event identified 
for this category. 

Not Required - 
No Risk 

Identified 
N/A N/A Not required. Not required. Not 

required. 
Not 

required. 

SERVICE 
INTERRUPTION 

No risk event identified 
for this category. 

Not Required - 
No Risk 

Identified 
N/A N/A Not required. Not required. Not 

required. 
Not 

required. 

LEGAL AND 
COMPLIANCE 

Risk that Council is non-
compliant in providing 
information as 
requested by the Office 
of the Auditor General, 
as detailed in the 
Responsibilities of the 
Audit. 

Minor (2) Rare (1) Low (1 - 4) Not required. Not required. Not 
required. 

Not 
required. 

REPUTATIONAL No risk event identified 
for this category. 

Not Required - 
No Risk 

Identified 
N/A N/A Not required. Not required. Not 

required. 
Not 

required. 

ENVIRONMENT No risk event identified 
for this category. 

Not Required - 
No Risk 

Identified 
N/A N/A Not required. Not required. Not 

required. 
Not 

required. 

PROPERTY No risk event identified 
for this category. 

Not Required - 
No Risk 

Identified 
N/A N/A Not required. Not required. Not 

required. 
Not 

required. 
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